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Introduction: A Proxy is a Relay
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Proxies into the Layers

A proxy are application relays.
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A proxy plays the role of server for the client, and client for the
server.
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Scenarios: Forward, Open, Reverse
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General Benefits

A proxy prevents direct connections from an internal network
towards the Internet.

◦ Chokepoint.

◦ Possibly authentication.

A proxy can analyze data within the application’s context and
possibly filter.

◦ URL or DNS blacklists, URL filtering, MIME filtering, keyword
filtering, virus, exploit,. . .

Proxies are a typical example of defense in depth and choke
point principles.
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HTTP Proxy

Cache: the proxy keeps a local copy of all documents it fetched.

When a second client asks for the same document, the proxy can
provide the local copy.

The transfer is much faster (increase in comfort).

The proxy saves on bandwidth (indirectly cost).
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Configure an HTTP Proxy with Firefox
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Intercepting Proxy

To avoid having to configure the browsers, intercepting proxies
can be used.

In this case, the traffic targeted at a certain port (80 for HTTP)
is automatically re-directed towards the proxy by the firewall.

Limitation: it does not work for Web servers that do not use the
standard port.

Typical use: to force the usage of a proxy.
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Environment Variables without Proxy
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Environment Variables with Proxy
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Telnet without Proxy
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Telnet with Proxy
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Telnet with Proxy
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Connection With a Browser
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Wireshark Sniffing without Proxy
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Wireshark Sniffing with Proxy
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FTP Proxy

FTP summary:

◦ FTP uses a command connection and a data connection.

◦ The data connection can be directed towards the client (active
mode, default setting) or towards the server (passive mode).

The FTP protocol was not designed to be used through a proxy.
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FTP Proxy using HTTP

Browsers allow specifying URLs such as
FTP://my.server.com/file.txt.

If the browser is configured to use a HTTP proxy, it will ask the
proxy for the URL.

The HTTP proxy carries out the FTP transfer and provides the
document as part of the HTTP reply.
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Require to use a browser for the transfer.
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User@ FTP Proxy

The user@ server behaves like a standard FTP server.

It can be used by any FTP client.

To access the remote server BOB with username Joe, we provide
Joe@BOB as username to the proxy.

The latter connects to the server and relays the password,
commands and the data.

The 2 connections can use active or passive mode independently.
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SMTP Proxy

SMTP was conceived for relaying mail hop by hop.

Hence, any SMTP server can work as a proxy.

Outbound (forward path):

◦ The proxy is simply specified as SMTP server for outgoing mail in
the mail client.

Inbound (reverse path):

◦ The proxy has to be registered in the DNS as the official server
for that domain.

◦ The proxy has to be configured to forward all mails to the internal
server that should receive the mail.
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DNS Proxy

Just like SMTP, the DNS protocol is used to re-transmit
requests from server to server.

DNS servers can work as proxies.

DNS servers have a cache to limit traffic and reduce response
times.

It is a good idea to configure a DNS proxy to direct all its
request towards a bigger server (for e.g. that of an ISP) just to
take advantage of a bigger cache.
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SOCKS Proxy

SOCKS (Socket Server) proxy is a general proxy for TCP and
UDP connections.

It accepts a client’s connection and opens another one towards
the server.

It then transfers the data between the two connections.

Advantage: SOCKS allows any protocol to pass via a proxy.

Limitation: SOCKS allows any protocol to pass via a proxy.
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HTTPS Proxy

HTTPS is the secure version of HTTP.

HTTPS proxies are NOT a secure version of HTTP proxies!

HTTPS encrypts and authenticates end-to-end. If the proxy
were able to create the connection to the server, all the
advantages of HTTPS would be lost.

HTTPS proxy does no more than just transparently relay data
between a client’s connection and a server’s connection (very
much like SOCKS).
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HTTPS Proxy: Implementation

HTTPS proxy uses the HTTP command “connect” that
indicates the server’s address.

It replies by a status and becomes transparent.
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Security Issues

The HTTPS proxy allows relaying any type of protocol (it is
transparent, just like SOCKS).

To limit abuses, the available ports are often limited to 443
(HTTPS) and 563 (SNEWS).

To allow any protocol to cross a firewall, it is sufficient to run
the server on port 443 and pass through a HTTPS proxy.
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Reverse (or Inverse) Proxy

In the forward path, the client knows that he must pass through
a proxy, thus he can adapt his requests accordingly.

In the return path, the client does not know if he is talking to a
server or to a proxy.
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The proxy must behave like a server.

For protocols that do not support relaying (HTTP, FTP) the
reverse proxy can relay to only one server.
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Reverse HTTP Proxy

Reverse HTTP proxies allow:

◦ Filtering of requests (blocking exploits).

◦ Authenticating clients even before they speak to the server (you
cannot attack the server unless you are authenticated).

◦ Accelerating servers.

◦ Reformat pages (e.g. for cell phones or PDAs).

Server accelerators:

◦ Reverse proxies work just like caches.

◦ The proxy provides static documents while the server only has to
generate dynamic document.

◦ Workload dispatcher.
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Reverse HTTPS Proxy

Reverse HTTPS proxies are used as encryption accelerators.

◦ They can reduce the workload of servers by taking care of the
encryption and the authentication.

◦ The proxy can have a hardware accelerator for HTTPS.

C
re
d
it
:
P
h
.
O
ec
h
sl
in

The connection between the proxy and the server consists of
HTTP, not HTTPS.
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Protocol Translation

A proxy can use different protocols each side.

◦ E.g. a Web mail application can accept HTTPS requests from
the Internet and generate IMAP requests towards the mail server.

◦ An e-commerce application can accept HTTPS requests from
Internet and generate Corba or SQL requests towards the servers.

The protocol diversity strongly limits the chances of exploiting a
vulnerability across a proxy.
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General Benefits

Test a system from outside.

Browse Internet (more or less) anonymously.
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List of Open Proxies
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Conclusion

A long time ago, caching was the main feature of proxies.

Today’s main purpose of proxies is security.

Proxies are widely used in pratice, typically located in a DMZ.
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