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RFID Primer




Radio Frequencyidenti cation

Identify objectsremotelyby embeddingtiny devicescapableof
transmitting data into theseobjects.







The RFID technologyis not new, e.g., contactlesssmatcards were
alreadyRFID devices(public transport, tollways).

The Auto-ID center has been createdin 1999 at the MIT in or-
der to promote and establishstandads on small and cheapRFID
technology

Hitachi's -tag
(0.4mm 0.4mm 60 microns)




Extremelylimited storage and computation capabilities

Not tamper-resistant

No battery

Reader-to-Rg channel:up to 100 meters
Tag-to-Readerchannel:up to a few meters




RFID tags could replacethe bar-codesin the nea future. RFID
tags and bar-codesdi er from severalpoints:

@ A tag canbe remotelyread without optical access

@ Tagscanbe readen masse

o While a bar-code reresentsa lot of items, an RFID tag has
its own uniqueidenti er.




Thesepropertiesopen the door to new applications

@ Managementof stocks and stocktakings
Speedup the checlouts in the shops
Libraries
Recycling
Pets identi cation
Anti-counterfeiting
Senso networks




Wal-Mart announcedthat it wants their suppliersto embed
RFID tagsin products at the pallet/carton level.

Michelin has decidedto implant RFID tags inside the rubber
sidevall of its tires. These tags aim at pinpointing tires
belongingto a defectivebatch.

Gillette razas are oneof the most shoplifteditemsin the world.

Benetton plannedto t clothing with RFID tags.

Libraries Santa Clara Library, Universiy of Nevada,etc.




Threats on the system

Denial of serviceattacks, tag forgery ...

Threatson the tag's beaers

Privacy

)

Information Traceabiliy
lealage




Information leakage The tag givessomeinformation relatedto the
object holder.
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Usingidenti ers choserrandomlysuchthat only the data processing
managercan match the identi ers with the carespnding items.




Traceabilit: Thanksto the tag's identi er, an adversay is ableto
track the tag, and therefae its beaer.

o Rathereasyto track
@ Alsotrue in Bluetooth, GSM

@ Boycott campaigns




Killing the Tags
Interferingthe request/ansver
Usinga cryptographicprotocol

The goalis to designan RFID protocol suchthat an authaized
party only is able to identify a tag while an adversay is not
ableto track it.

The idea of most of the existing protocols is to refresh
the information sent by the tag eachtime it is queriedby a
readers.t. thesedatasare not linkableby unauthaized parties.




CryptographidRFID Protocols




@ Identi cation or Authentication?
o Tamper-resistant?
@ Cryptographicfunctions?

I Prot. without cryptographicfunctionsin the tag

I Prot. with symmetriccryptographicfunctionsin the tag

I Prot. with asymmetriccryptographicfunctionsin the tag




Database
request

information

data to refresh the information

e Traceabiliy is always possiblebetweentwo \correct" identi -
cations.

@ The third messagés usuallyvulnerable.

o Cryptographicfunctionsare neverthelesseededo avoidtrace-
ability in the physicaland communicationlayers.




Database

request

h(ID), h(TID ID), TID := TID-LST TID++

RND, h(RND TID ID) LST TID

ID RND ID
old values current values current value

ID: Currentidentity, TID: Current sessiomumber, LST: Last suc-
cessfulsessiomumber Other protocols su ering from some aws:

e Juelsand Pappu,

o Golle,Jakobsson,Juels,and Syverson,
@ Saito, Ryou, and Sakurai,

e Saito, Ryou, and Sakurai,reloaded.




Database
request

information

data to refresh the information

o Traceabiliy is always possiblebetweentwo \correct” identi -
cations.

@ The third messages usuallyvulnerable.

e Cryptographicfunctionsare neverthelesseededo avoidtrace-
ability in the physicaland communicationlayers.




Reader
request

hy(hy(ID))

data to ref he information

7\

This protocol requiresn operationsto identify onetag (in the worst
case),wheren is the number of tags managedy the databaseand
requiresn? operationsto identify n tags.

This protocol requiresn operationsto identify onetag (in the worst
case),wheren is the number of tags managedy the databaseand
requiresnk operationsto identify n tags, wherek is a parameter
carespndingto the xed length of the hashchains.




@ Not possibledueto the law capabilitiesof the tags.

o If asymmetriccryptographyon the tags was possible,it may
reducethe complexiy: everytag has the public key of the
systemand encryptsits identi er with this public key

@ We could take benet of the capacitiesof the reader: the
encryptionwould require light computationswhile decryption
would needheaviercomputations.




Adversaal Model




data processing

Studyingthe communicationchannelbetweenthe databaseandthe
readersis not relevant. Readersand databaseare consideredas a

singleand uniqueentity in the analysisof securiy.
The sourcesof information which canbene t an adversay are lim-

ited to the channelsbetweenthe readerand the tag i.e., forward
channeland backward channe| aswell asthe contentsof the mem-
ory of the tag.




Adversary . Tag

Forward Channél

:}%

; Backward Channél

.

g Memory Channeil

——




o Query iT;m): A requestsT throughthe forward channeland
sendinghim the messagen after havingreceivedits ansver.

Send J ;m): A sendsthe messagem to R through the back-
ward channeland receivingits ansver.

Executd 'T jR): A executesan instanceof P betweenT and
R, obtaining so the messagegxchangedn both the forward
and the backward channels.

Reved| iT): A obtainsthe content of T's memay channel.

Reader Tag
request

information

data to refresh the information




After havinginteractedwith atargettag T and possiblysomeread-
ersandthus obtainingan interaction (T), an adversay A needs
to nd histarget amongtwo tags T1 and T, which are presented
to him. In order to do this, he can query both T1 and T, thus
obtaining two interactions |,(T1) and |,(T2).




The advantageof the adversay for a givenprotocol P is:

AdvpNT(A) = 2PK(T%=T) 1

If A's advantageis negligible,P is saidto be UNT-O securewhere
O fQ;SERg.




What di erentiates existential universal and forward is the manner
in whichl; and |, are xed.

o If there exist I; and I, such that the adversay is able to
overcomethe challengethen we talk of existentialtraceability.

o If heis ableto win for all I; and I,, then we talk of universal
traceability.

o If heis ableto win for all I; andl, whenl > I1; 1, meaningthat

@Bijj; i 21; 7211 12)) (i >]), thenwe speakof forward
traceability.




Existential Untraceabiliy (Parameters: " ref, ~chal, O)

O A requeststhe Challengeithus receivinghistarget T .

@ A choosesl and calls OracldT ;1;0) wherejlj “ref then
receives” | (T).

© A requeststhe Challengetthus receivinghis challengeT ;1 and
To.

@ A choosesl; and I, suchthat jlpj “chaly 12 " chal, and
(e[ D)V 1 =72

© A callsOracldTq;11;0) and OraclgT; I»; O), then receives
N N

L(T1) and 7 1,(T2).
@ A decideswhichof T4 or T, is T, then outputs his guessT ©




Onecanmix and match the goalsf Existential-UNT, Forward-UNT,
UniversalUNTg of the adversay and hismeansO fQ; S; E; Ro.

(80;0° fQ;S,E;Rg;0° 0)=) (UNT-O) UNT-09

ExistentiatUNT )6( Forward-UNT )6( UniversalUNT

UNT-E

UNT-QSER) UNT-QSE) UNT-Q




Protocol

is not

Golle et al.

Existential-lUNT-Q
Existential UNT-E

Saito et al.

Existential-lUNT-Q

Saito et al., reloaded

UniversalUNT-QS

Henrici and Muller

{

Existential-lUNT-Q
UniversalUNT-QE

Weiset al.

ExistentialUNT-QSE

Forward-UNT-QSER

Ohkubo et al.

ExistentialUNT-QSE
Forward-UNT-QSER




Conclusion




@ Boom enjoyed by the RFID technology

@ Most of the RFID protocols do not ensureprivacy

@ Secureprotocolsimply hugecomplexiy

o Lack of formalism




http://lasecwww.epfl.ch | gavoi ne/rfid /
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