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Summary of my Work

. Fair Exchange

AV03a, AV03b, AV04, AGGV05, Avo03.

. RadioFrequencyIdenti�cation

Avo04, ADO05, AO05a, AO05b, CA06, AB06.

. Oddsand Ends

Avo05, AMP04, AJO05, AJ03, VAJ03, AJO05.
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Outline of the Presentation
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MALICIOUSTRACEABILITY

TRACEABILITY THROUGHT THE COMMUNICATION LAYERS
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RFID PRIMER



RFID De�nition and Architecture

De�nition RFID

Radio FrequencyIDenti�cation (RFID) is a method of remotely
identifying objects or subjectsusing transponders(tags) queried
through a radio frequencychannel.
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RFID Tags
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RFID Readers
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Tag Characteristics
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Tag Speci�cities

. Tagscannotbe switched-o�

. Tagsanswer without the agreementof their bearers

. Increasingof the communicationrange

. Tagscan be almost invisible
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Daily Life Examples

. Managementof stocks

. Libraries

. Anti-counterfeiting

. Accesscontrol

. Localizationof people

. Electronicdocuments

. Countingcattle
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Security Threat Classi�cation

. Denial of service

. Impersonation

. Information Leakage

. Malicioustraceability
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IMPERSONA TION OF TAGS



Problem and Adversary Means

Problem

An adversary shouldnot be able to impersonatea tag.

Adversary Means

The adversary can query the targetted tag or eavesdrop(RFID)
communicationsbetweenthe tag andreaders.Then the adversary
tries to simulatethe tag in front of a legitimate reader.
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Tag Simulator
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Identi�cation vs Authentication

Primal goal of RFID is to providesecurity.

De�nition Authentication

The authenticationconsistsfor the readerin obtainingthe identity
of the tag and a proof that the claimedidentity is correct.

Primal goal of RFID is to providefunctionality.

De�nition Identi�cation

The identi�cation consistsfor the readerin obtaining the identity
of the tag, but no proof is required.
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Identi�cation Proto col

System Tag
request

� � � � � � � � � � � � � � � � � !

ID � � � � � � � � � � � � � � � � �

Examples:Countingcattle, localization,stock management.
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Authentication Proto col

System(K ) Tag (K )
r� � � � � � � � � � � � � � � � � !

EK (r )
 � � � � � � � � � � � � � � � � �

Examples:Accesscontrol, e-documents,anti-counterfeiting.
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Impersonation (Example: Texas Instrument DST Mo dule)

. Attack of Bono et al. on the Digital SignatureTransponder
manufacturedby TI, usedin automobileignition key.

Key (RFID)Car
r

EK (r )

. Recoveringthe 40-bit key requireslessthan 1 minute usinga
time-memory trade-o�.

Recoveringthe cryptographic key / Impersonating the ignition key / Impersonating the SpeedPasscard
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Impersonation (Example: Relay Attack)

. The readerbelievesthe tag is within its electromagnetic�eld.

. The attacker behavesas an extensioncord.

adversary

tag
reader

database

. The solutionconsistsin usinga distanceboundingprotocol.
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INFORMATION LEAKA GE



Problem and Adversary Means

Problem

An adversary shouldnot beableto obtainusefulinformationabout
the taggedobject.

Adversary Means

The adversary can query the targetted tag or eavesdrop(RFID)
communicationsbetweenthe tag and readers.
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Information Leakage Problem

. Taggedbooks in libraries

. Taggedpharmaceuticalproducts

. Electronicdocumentslike passports, ID cards, etc.
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MALICIOUS TRACEABILITY



Problem and Adversary means

Problem

An adversary should not be able to track people thanks to the
RFID tags they carry.

Adversary Means

The adversary can querythe targetted tag and eavesdrop(RFID)
communicationsbetweenhis target and readers.
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Avoiding Malicious Traceability

. The information sentbackby the tag must be indistinguishable
(by an adversary) from a randomvalue.

. The information must be refreshedat eachnew identi�cation.
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Proto cols

Protocol Weaknessespointedout by
[JuelsP03] [Avoine04], [ZhangK05]

[VadjaB03] [VadjaB03]
[GolleJJS04] [Avoine05], [SaitoRS04]
[Juels04] [Juels04]
[HenriciM04] [AvoineO05]
[SaitoRS04] [Avoine05]

[JuelsW05] [GilbertRS05]
[WeisSRE02]
[OhkuboSK03]
[FeldhoferDW04]
[MolnarW04]
[RheeKKW05]
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Feldhofer, Dominikus, and Wolkerstorfer's Proto col

System(K ) Tag (K )

pick a a� � � � � � � � � � � � � � � � � !

�nd K in its
databases.t.

AES� 1
K (� ) is valid

� � � � � � � � � � � � � � � � � �

pick b and
compute
� = AESK (a; b)
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Computation Complexity of Challenge-Response Proto cols

. An exhaustivesearch in the system'sdatabaseis requiredto
identify onetag.

. Complexity too high in particular in caseof inventory.

. Is it possibleto designan RFID protocol with a complexity
better than linear?

. Molnar and Wagnerproposeda solution that reducesthe
complexity of any challenge-responsefrom O(n) to O(log n).
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Molnar and Wagner's Tree-Based Technique

. Eachtag stores log� (n) keys.

T2 T3 T4 T5 T6 T7 T8 T9 T10 T12 T13 T14 T15 T16T11T1

K19 K20K18K15 K16K14K12K7 K8K6

K1 K2 K3 K4

K10 K11K5 K9 K13 K17

. A challenge-responseis appliedat eachlevelof the tree.

. Insteadof carrying out 1 exhaustivesearch in a set of sizen,
log� (n) exhaustivesearchesare performed in setsof size� .
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Drawbacks

. Tagsshare somekeys.

. Tampering with tags givesinformation about the other tags.

K19 K20K18K15K14K12K7 K8K6

K1 K2 K3 K4

K10K5 K9 K13

T2 T4 T5 T6 T7 T8 T9 T10 T12 T13 T14 T15 T16T11T1

known keys unknown keys

K17K16K11

T3
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How to Trace a Tag

(1) Tamper with k tags.

(2) Chooseany target T and query it at will.

(3) QueryT1 and T2 to determinewhich of the two is T .

A

T

T2T1

tamper with

RFID

RFIDRFID

(1)

(2)

(3)?
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Five Casesto Analyze

. T1 on known branchand T2 on unknown branch: success.

. T2 on known branchand T1 on unknown branch: success.

. T1 and T2 both on known but di�erent branches:success.

. T1 and T2 both on unknown: failure.

. T1 and T2 both the sameknown branch: failure at level i but
the attack moveson to level i + 1.
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Probabilit y of Success
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Using a Time-Memo ry Trade-O�

. Time complexity can be reducedagainsta memory cost.

. [AO05] as e�cient as [MW04].

. [AO05] doesnot degradesecurity.

30 / 34



TRACEABILITY THROUGHT
THE COMMUNICA TION

LAYERS



Problem and Adversary Means

Problem

An adversary should not be able to track people thanks to the
RFID tags they carry.

Adversary Means

The adversary takes bene�t of a side channel instead of using
the RFID protocol. This sidechannelcan be in any layer of the
communicationmodel.
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Malicious Traceability in the Communication Layer

request

Noise
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Collision-Avoidance Proto cols (Example: Slotted Aloha)

. The accessto the communicationchannel is split into time
slots.

. The number of slots is chosenby the readerwhich informs the
tags they will haven slots to answer.

. Each tag randomlychoosesone slot amongthe n and replies
to the readerwhenits slot arrives.

. If n is not su�ciently large, then somecollisionsoccur.

. Example:Philips ICode1Label.
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CONCLUSION



Conclusion

. Will low cost RFID becomean ubiquitoustechnology?

. Is malicioustraceability a problem?

. Is it too late to dealwith this problem?

. Are there existingsolutions?

. Shallwe havea drink after the presentation?
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