
Bibliography on Security and Privacy in RFID Systems

Information Security Group
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549. Ton van Deursen and Saša Radomirović. EC-RAC: Enriching a Capacious RFID Attack Collection. In S.B. Ors
Yalcin, editor, Workshop on RFID Security – RFIDSec’10, volume 6370 of Lecture Notes in Computer Science,
pages 75–90, Istanbul, Turkey, June 2010. Springer.

550. Tri Van Le, Mike Burmester, and Breno de Medeiros. Universally Composable and Forward-secure RFID
Authentication and Authenticated Key Exchange. In Feng Bao and Steven Miller, editors, ACM Symposium on
Information, Computer and Communications Security – ASIACCS 2007, pages 242–252, Singapore, Republic
of Singapore, March 2007. ACM, ACM Press.

551. Tristan Crispijn van Stijn. Analyzing RFID Authentication Protocols. Master’s thesis, Technische Universiteit
Eindhoven, 2007.

552. Nimish Vartak. Protecting the Privacy of RFID tags. Master thesis, University of Maryland, College Park,
Maryland, USA, May 2006.

553. Serge Vaudenay. RFID Privacy Based on Public-Key Cryptography (Abstract). In Min Surp Rhee and By-
oungcheon Lee, editors, International Conference on Information Security and Cryptology – ICISC 2006, volume
4296 of Lecture Notes in Computer Science, pages 1–6, Busan, Korea, November–December 2006. Springer.

554. Serge Vaudenay. On Privacy Models for RFID. In Kaoru Kurosawa, editor, Advances in Cryptology – Asiacrypt
2007, volume 4833 of Lecture Notes in Computer Science, pages 68–87, Kuching, Malaysia, December 2007.
Springer.

555. Serge Vaudenay and Martin Vuagnoux. About Machine-Readable Travel Documents. In ICS’07, Lecture Notes
in Computer Science. Springer, 2007.

556. Roel Verdult. Security analysis of RFID tags. Master’s thesis, Radboud University Nijmegen, 2008.
557. Markus Vogt, Axel Poschmann, and Christof Paar. Cryptography is Feasible on 4-Bit Microcontrollers - A

Proof of Concept. In IEEE International Conference on RFID – IEEE RFID 2009, Orlando, Florida, USA,
April 2009. IEEE, IEEE Computer Society.

558. Jonathan Voris and Nitesh Saxena. We Can Remember It for You Wholesale: Implications of Data Remanence
on the Use of RAM for True Random Number Generation on RFID Tags. In Workshop on RFID Security –
RFIDSec’09, Leuven, Belgium, July 2009.

559. Andreas Wallstabe and Hartmut Pohl. Implementing high-level Counterfeit Security using RFID and PKI. In
3rd European Workshop on RFID Systems and Technologies – RFID SysTech 2007, Duisburg, Germany, June
2007. VDE Verlag.

560. Stephen Weis. Security and Privacy in Radio-Frequency Identification Devices. Master thesis, Massachusetts
Institute of Technology (MIT), MIT, Massachusetts, USA, May 2003.

561. Stephen Weis. Security Parallels Between People and Pervasive Devices. In International Workshop on Pervasive
Computing and Communication Security – PerSec 2005, pages 105–109, Kauai Island, Hawaii, USA, March 2005.
IEEE, IEEE Computer Society.

562. Stephen Weis. New Foundations for Efficient Authentication, Commutative Cryptography, and Private Disjoint-
ness Testing. PhD thesis, MIT, Cambridge, Massachusetts, USA, May 2006.

563. StephenWeis, Sanjay Sarma, Ronald Rivest, and Daniel Engels. Security and Privacy Aspects of Low-Cost Radio
Frequency Identification Systems. In Dieter Hutter, Günter Müller, Werner Stephan, and Markus Ullmann,

29



editors, International Conference on Security in Pervasive Computing – SPC 2003, volume 2802 of Lecture
Notes in Computer Science, pages 454–469, Boppard, Germany, March 2003. Springer.

564. Michael Weiss. Performing Relay Attacks on ISO 14443 Contactless Smart Cards using NFC Mobile Equipment.
Master thesis, Technischen Universitat Munchen, Munich, Germany, May 2010.

565. Johannes Wolkerstorfer. Is Elliptic-Curve Cryptography Suitable to Secure RFID Tags? Handout of the Ecrypt
Workshop on RFID and Lightweight Crypto, July 2005.

566. Kirk Wong, Patrick Hui, and Allan Chan. Cryptography and Authentication on RFID Passive Tags for Apparel
Products. Computers in Industry, Elsevier, May 2006.

567. Jiang Wu and Douglas R. Stinson. A Highly Scalable RFID Authentication Protocol. In Colin Boyd and Juan
Manuel Gonzalez Nieto, editors, Proceedings of the 14th Austrialasian Conference on Information Security and
Privacy – ACISP’09, volume 5594 of Lecture Notes in Computer Science, pages 360–376, Brisbane, Australia,
July 2009. Springer.

568. Jiang Wu and Douglas R. Stinson. How to Improve Security and Reduce Hardware Demands of the WIPR
RFID Protocol. In IEEE International Conference on RFID – IEEE RFID 2009, Orlando, Florida, USA, April
2009. IEEE, IEEE Computer Society.

569. Wei Xin, Cong Tang, Hu Xiong, Yonggang Wang, Huiping Sun, Zhi Guan, and Zhong Chen. MEED: A Memory-
efficient Distance Bounding Protocol with Error Detection. In Workshop on RFID Security – RFIDSec Asia’11,
volume 6 of Cryptology and Information Security, pages 129–143, Wuxi, China, April 2011. IOS Press.

570. Akira Yamamoto, Shigeya Suzuki, Hisakazu Hada, Jin Mitsugi, Fumio Teraoka, and Osamu Nakamura. A
Tamper Detection Method for RFID Tag Data. IEEE International Conference on RFID – IEEE RFID 2008,
pages 51–57, April 2008.

571. Jeongkyu Yang, Jaemin Park, Hyunrok Lee, Kui Ren, and Kwangjo Kim. Mutual Authentication Protocol for
Low-Cost RFID. Handout of the Ecrypt Workshop on RFID and Lightweight Crypto, July 2005.

572. Qingsong Yao, Yong Qi, Jinsong Han, Jizhong Zhao, Xiang-Yang Li, and Yunhao Liu. Randomizing RFID
Private Authentication. In International Conference on Pervasive Computing and Communications – PerCom
2009, pages 1–10, Galveston, Texas, USA, March 2009. IEEE, IEEE Computer Society.

573. Yu Yao, Jiawei Huang, Sudhanshu Khanna, Abhi Shelat, Benton Highsmith Calhoun, John Lach, and David
Evans. A Sub-0.5V Lattice-Based Public-Key Encryption Scheme for RFID Platforms in 130nm CMOS. In
Workshop on RFID Security – RFIDSec Asia’11, volume 6 of Cryptology and Information Security, pages
96–113, Wuxi, China, April 2011. IOS Press.

574. Kuo-Hui Yeh, Naiwei Lo, and Enrico Winata. An Efficient Ultralightweight Authentication Protocol for RFID
Systems. In Workshop on RFID Security – RFIDSec Asia’10, volume 4 of Cryptology and Information Security,
Singapore, Republic of Singapore, February 2010. IOS Press.

575. Kuo-Hui Yeh and N.W. Lo. Improvement of Two Lightweight RFID Authentication Protocols. Information
Assurance and Security Letters – IASL 2010, 1:6–11, 2010.

576. Sang-Soo Yeo and Sung-Kwon Kim. Scalable and Flexible Privacy Protection Scheme for RFID Systems. In
Refik Molva, Gene Tsudik, and Dirk Westhoff, editors, European Workshop on Security and Privacy in Ad hoc
and Sensor Networks – ESAS’05, volume 3813 of Lecture Notes in Computer Science, pages 153–163, Visegrad,
Hungary, July 2005. Springer.

577. Bongno Yoon. HB-MP++ Protocol: An Ultra Light-weight Authentication Protocol for RFID System. In
IEEE International Conference on RFID – IEEE RFID 2009, Orlando, Florida, USA, April 2009. IEEE, IEEE
Computer Society.

578. Yawer Yousuf and Vidyasagar Potdar. A Survey of RFID Authentication Protocols. 22nd International Confer-
ence on Advanced Information Networking and Applications - Workshops, 2008. AINAW 2008, pages 1346–1350,
March 2008.

579. Pengyuan Yu, Patrick Schaumont, and Dong Ha. Securing RFID with Ultra-Wideband Modulation. InWorkshop
on RFID Security – RFIDSec’06, Graz, Austria, July 2006. Ecrypt.

580. Ching Yu Ng, Willy Susilo, Yi Mu, and Rei Safavi-Naini. New Privacy Results on Synchronized RFID Authen-
tication Protocols against Tag Tracing. In Michael Backes and Peng Ning, editors, 14th European Symposium
on Research in Computer Security – ESORICS 2009, volume 5789 of Lecture Notes in Computer Science, pages
321–336, Saint-Malo, France, September 2009. Springer.

581. Ching Yu Ng, Willy Susilo, Yi Mu, and Rei Safavi-Naini. Practical RFID Ownership Transfer Scheme. Journal
of Computer Security - Special Issue on RFID System Security, 2010.

582. Ching Yu Ng, Willy Susilo, Yi Mu, and Rei Safavi-Naini. Practical RFID Ownership Transfer Scheme. In
Workshop on RFID Security – RFIDSec Asia’10, volume 4 of Cryptology and Information Security, Singapore,
Republic of Singapore, February 2010. IOS Press.

30



583. Dae Hyun Yum, Jin Seok Kim, Sung Je Hong, and Pil Joong Lee. Distance Bounding Protocol for Mutual
Authentication. IEEE Transactions on Wireless Communications, pages 592–601, 2011.

584. Dae Hyun Yum, Jin Seok Kim, Je Hong Sung, and Pil Joong Lee. Probabilistic Analysis of Blocking Attack in
RFID Systems. IEEE Communications Letters, 15(4):434–436, 2011.
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