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22. Mete Akgün and Mehmet Ufuk Çaǧlayan. Towards scalable identification in RFID systems. Wireless Personal
Communications, August 2015.

23. Mahdi R. Alagheband and Mohammad R. Aref. Unified privacy analysis of new-found RFID authentication
protocols. Security and Communication Networks, 5(12), December 2012.

24. Mahdi R. Alagheband and Mohammad R. Aref. Simulation-based traceability analysis of RFID authentication
protocols. Wireless Personal Communications, December 2013.

25. Rima Hussin Embrak Alakrut, Azman Samsudin, and Alfin Syafalni. Provably lightweight RFID mutual
authentication protocol. International Journal of Security and Its Applications, 7(4), July 2013.

26. Seyed Mohammad Alavi, Behzad Abdolmaleki, and Karim Baghery. Vulnerabilities and improvements on
HRAP+, a hash-based RFID authentication protocol. Advances in Computer Science: an International Journal,
3(6):51–56, November 2014.

27. Seyed Mohammad Alavi, Karim Baghery, and Behzad Abdolmaleki. Security and privacy flaws in a recent
authentication protocol for EPC C1 G2 RFID tags. Advances in Computer Science : an International Journal,
3(5):44–52, September 2014.

28. Seyed Mohammad Alavi, Karim Baghery, Behzad Abdolmaleki, and Mohammad Reza Aref. Traceability
analysis of recent RFID authentication protocols. Wireless Personal Communications, pages 1–20, March
2015.

29. Hisham Khalaf Allahem. Mutual authentication scheme for mobile rfid systems. Master thesis, Dalhousie
University, Halifax, Nova Scotia, Canada, March 2013.

30. Basel Alomair, Andrew Clark, Jorge Cuellar, and Radha Poovendran. Scalable RFID Systems: a Privacy-
Preserving Protocol with Constant-Time Identification. In the 40th Annual IEEE/IFIP International Confer-
ence on Dependable Systems and Networks – DSN’10, Chicago, Illinois, USA, June 2010. IEEE, IEEE Computer
Society.

31. Basel Alomair, Andrew Clark, Jorge Cuellar, and Radha Poovendran. Scalable RFID systems: A privacy-
preserving protocol with constant-time identification. IEEE Transactions on Parallel and Distributed Systems,
2011.

32. Basel Alomair, Loukas Lazos, and Radha Poovendran. Passive Attacks on a Class of Authentication Protocols
for RFID. In Kil-Hyun Nam and Gwangsoo Rhee, editors, International Conference on Information Security
and Cryptology – ICISC 2007, volume 4817 of Lecture Notes in Computer Science, pages 102–115, Seoul, Korea,
November 2007. Springer.

33. Basel Alomair, Loukas Lazos, and Radha Poovendran. Securing Low-cost RFID Systems: an Unconditionally
Secure Approach. Journal of Computer Security – Special Issue on RFID System Security, 2010.

34. Basel Alomair, Loukas Lazos, and Radha Poovendran. Securing Low-Cost RFID Systems: an Unconditionally
Secure Approach. In Workshop on RFID Security – RFIDSec Asia’10, volume 4 of Cryptology and Information
Security, Singapore, Republic of Singapore, February 2010. IOS Press.

35. Basel Alomair and Radha Poovendran. On the Authentication of RFID Systems with Bitwise Operations. In
New Technologies, Mobility and Security – NTMS’08, pages 1–6, Tangier, Morocco, November 2008. IEEE,
IEEE Computer Society.

36. Basel Alomair and Radha Poovendran. Efficient Authentication for Mobile and Pervasive Computing. In
Sihan Qing Miguel Soriano and Javier Lopez, editors, International Conference on Information and Commu-
nications Security – ICICS’10, volume 6476 of Lecture Notes in Computer Science, pages 186–202, Barcelona,
Spain, December 2010. Springer.

2



37. Basel Alomair and Radha Poovendran. Privacy versus Scalability in Radio Frequency Identification Systems.
Computer Communication, Elsevier, 2010.

38. Gergely Alpar, Lejla Batina, and Wouter Lueks. Designated attribute-based proofs for RFID applications. In
Workshop on RFID Security – RFIDSec’12, Nijmegen, Netherlands, June 2012.

39. Abdulhadi Alqarni, Maali Alabdulhafith, and Srinivas Sampalli. A proposed RFID authentication protocol
based on two stages of authentication. In The 5th International Conference on Emerging Ubiquitous Systems
and Pervasive Networks – EUSPN-2014, Halifax, Nova Scotia, Canada, September 2014.

40. George T. Amariucai, Clifford Bergman, and Yong Guan. An Automatic, Time-Based, Secure Pairing Protocol
for Passive RFID. In Workshop on RFID Security – RFIDSec’11, Amherst, Massachusetts, USA, June 2011.

41. Myrto Arapinis, Tom Chothia, Eike Ritter, and Mark Ryan. Analysing Unlinkability and Anonymity Using the
Applied Pi Calculus. In Computer Security Foundations Symposium – CSF 2010, Edinburgh, United Kingdom,
July 2010. IEEE.

42. Alex Arbit, Yoel Livne, Yossef Oren, and Avishai Wool. Implementing public-key cryptography on passive
RFID tags is practical. International Journal of Information Security, April 2014.

43. Mohammad Arjmand, Mahmoud Gardeshi, Reza Taheri zohur, and Mohammad Kazemi. Providing a distance
bounding protocol named pasargad in order to defend against relay attacks on RFID-based electronic voting
system. International Journal of UbiComp, 2(3):69–82, 2011.

44. Frederik Armknecht, Liqun Chen, Ahmad-Reza Sadeghi, and Christian Wachsmann. Anonymous Authentica-
tion for RFID Systems. In S.B. Ors Yalcin, editor, Workshop on RFID Security – RFIDSec’10, volume 6370
of Lecture Notes in Computer Science, pages 158–175, Istanbul, Turkey, June 2010. Springer.

45. Frederik Armknecht, Matthias Hamann, and Vasily Mikhalev. Lightweight authentication protocols on ultra-
lightweight RFIDs – myths and facts. In Workshop on RFID Security – RFIDSec’14, Oxford, UK, July 2014.

46. Frederik Armknecht, Ahmad-Reza Sadeghi, Alessandra Scafuro, Ivan Visconti, and Christian Wachsmann.
Impossibility Results for RFID Privacy Notions. Transaction on Computational Science XI, 6480:39–63, 2010.

47. Frederik Armknecht, Ahmad-Reza Sadeghi, Ivan Visconti, and Christian Wachsmann. On RFID Privacy with
Mutual Authentication and Tag Corruption. In Jianying Zhou and Moti Yung, editors, Proceedings of the 8th
International Conference on Applied Cryptography and Network Security – ACNS 2010, volume 6123 of Lecture
Notes in Computer Science, pages 493–510, Beijing, China, June 2010. Springer.

48. Mahdi Asadpour and Mohammad Torabi Dashti. A privacy-friendly RFID protocol using reusable anonymous
tickets. In 10th International Conference on Trust, Security and Privacy in Computing and Communications
– TrustCom 2011, pages 206–213, November 2011.

49. Aisha Aseeri and Omaima Bamasak. HB-MP∗:towards a man-in-the-middle-resistant protocol of HB family.
In 1st International Conference on Wireless Communications and Mobile Computing, page 4, Istanbul, Turkey,
June 2011.

50. Giuseppe Ateniese, Jan Camenisch, and Breno de Medeiros. Untraceable RFID Tags via Insubvertible Encryp-
tion. In Vijay Atluri, Catherine Meadows, and Ari Juels, editors, Conference on Computer and Communications
Security – ACM CCS’05, pages 92–101, Alexandria, Virginia, USA, November 2005. ACM, ACM Press.

51. Ali Atici, Lejla Batina, Benedikt Gierlichs, and Ingrid Verbauwhede. Power Analysis on NTRU Implemen-
tations for RFIDs: First Results. In Workshop on RFID Security – RFIDSec’08, Budapest, Hungary, July
2008.

52. Jean-Philippe Aumasson, Aikaterini Mitrokotsa, and Pedro Peris-Lopez. A note on a privacy-preserving
distance-bounding protocol. In Sihan Qing, Willy Susilo, Guilin Wang, and Dongmei Liu, editors, Inter-
national Conference on Information and Communications Security – ICICS’11, volume 2043 of Lecture Notes
in Computer Science, pages 78–92. Springer Berlin / Heidelberg, November 2011.

53. Myo Min Aung, Yoon Seok Chang, and Jong-un Won. Emerging RFID/USN applications and challenges.
International Journal of RFID Security and Cryptography, 1:3–8, March 2012.

54. Gildas Avoine. Privacy Issues in RFID Banknote Protection Schemes. In Jean-Jacques Quisquater, Pierre
Paradinas, Yves Deswarte, and Anas Abou El Kadam, editors, International Conference on Smart Card Re-
search and Advanced Applications – CARDIS 2004, pages 33–48, Toulouse, France, August 2004. IFIP, Kluwer
Academic Publishers.

55. Gildas Avoine. Adversary Model for Radio Frequency Identification. Technical Report LASEC-REPORT-
2005-001, Swiss Federal Institute of Technology (EPFL), Security and Cryptography Laboratory (LASEC),
Lausanne, Switzerland, September 2005.

56. Gildas Avoine. Cryptography in Radio Frequency Identification and Fair Exchange Protocols. PhD thesis,
EPFL, Lausanne, Switzerland, December 2005.

57. Gildas Avoine, Muhammed Ali Bingol, Xavier Carpent, and Suleyman Kardas. Deploying OSK on low-resource
mobile devices. In Workshop on RFID Security – RFIDSec’13, Graz, Austria, July 2013.

3



58. Gildas Avoine, Muhammed Ali Bingöl, Xavier Carpent, and Sıddıka Berna Örs Yalçın. Privacy-friendly authen-
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162. Julien Bringer, Hervé Chabanne, and Dottax Emmanuelle. HB++: a Lightweight Authentication Protocol
Secure against Some Attacks. In IEEE International Conference on Pervasive Services, Workshop on Security,
Privacy and Trust in Pervasive and Ubiquitous Computing – SecPerU 2006, Lyon, France, June 2006. IEEE,
IEEE Computer Society.
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378. Henri Gilbert, Matthew Robshaw, and Hervé Sibert. An active attack against HB+ – a provably secure
lightweight authentication protocol. IET Electronics Letters, 41(21):1169–1170, October 2005.
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392. Ali Özhan Gürel, Atakan Arslan, and Mete Akgün. Non-Uniform Stepping Approach to RFID Distance
Bounding Problem. In Joaquin Garcia-Alfaro, Guillermo Navarro-Arribas, Ana Cavalli, and Jean Leneutre,
editors, Fifth International Workshop on Data Privacy Management – DPM’10, volume 6514 of Lecture Notes
in Computer Science, pages 64–78, Athens, Greece, September 2010. Springer.

393. Jitendra Gurubani, Harsh Thakkar, and Dhiren Patel. Improvements over extended LMAP+: RFID authenti-
cation protocol. In Theo Dimitrakos, Rajat Moona, Dhiren Patel, and D. McKnight, editors, 6th International
Conference on Trust Management – IFIPTM 2012, volume 374 of IFIP Advances in Information and Com-
munication Technology, pages 225–231, Surat, India, May 2012. Springer Boston.

394. JungHoon Ha, SangJae Moon, Jianying Zhou, and JaeCheol Ha. A New Formal Proof Model for RFID Location
Privacy. In Sushil Jajodia and Javier Lpez, editors, 13th European Symposium on Research in Computer
Security – ESORICS 2008, volume 5283 of Lecture Notes in Computer Science, pages 267–281, Malaga, Spain,
October 2008. Springer.

395. Mohammad Habibi, Mahdi Alagheband, and Mohammad Aref. Attacks on a Lightweight Mutual Authentica-
tion Protocol under EPC C-1 G-2 Standard. In Claudio Ardagna and Jianying Zhou, editors, Workshop on
Information Security Theory and Practice – WISTP’11, volume 6633 of Lecture Notes in Computer Science,
pages 254–263, Heraklion, Crete, Greece, June 2011. Springer.

396. Mohammad Habibi and Mohammad Aref. Security and privacy analysis of SongMitchell RFID authentication
protocol. Wireless Personal Communications, pages 1–14, May 2012.

397. Mohammad Habibi, Mohammad Aref, and Di Ma. Addressing flaws in RFID authentication protocols. In
Daniel Bernstein and Sanjit Chatterjee, editors, Proceedings of the 12th International Conference on Cryptology
in India – Indocrypt 2011, volume 7107, pages 216–235, Chennai, India, December 2011. Springer Berlin /
Heidelberg.

398. Mohammad Hassan Habibi and Mohammad Reza Aref. Two RFID privacy models in front of a court. Cryp-
tology ePrint Archive, Report 2011/625, 2011.

399. Mohammad Hassan Habibi and Mohammad Reza Aref. Attacks on recent RFID authentication protocols.
Journal of Signal Processing Systems, September 2013.

400. Mohammad Hassan Habibi, Mahmoud Gardeshi, and Mahdi R. Alaghband. Cryptanalysis of two mutual
authentication protocols for low-cost RFID. International Journal of Distributed and Parallel systems, 2(1):103–
114, 2011.

20



401. Mohammad Hassan Habibi and Mahmud Gardeshi. Cryptanalysis and improvement on a new RFID mutual
authentication protocol compatible with EPC standard. In International Conference on Information Security
and Cryptology – ICISC 2011, pages 49–54, Mashhad, Iran, September 2011. Springer.

402. Mohammad Hassan Habibi, Mahmud Gardeshi, and Mahdi R. Alagheband. Attacks and Improvements to
a New RFID Authentication Protocol. In Workshop on RFID Security – RFIDSec Asia’11, volume 6 of
Cryptology and Information Security, pages 66–80, Wuxi, China, April 2011. IOS Press.

403. Mohammed J. Hakeem, Kaamran Raahemifar, and Gul N. Khan. A novel key management protocol for RFID
systems. In 9th International Wireless Communications and Mobile Computing Conference – IWCMC 2013,
pages 1107–1113, Sardinia, July 2013. IEEE.

404. John Halamka, Ari Juels, Adam Stubblefield, and Jonathan Westhues. The Security Implications of
VeriChipTMCloning. Manuscript in submission, March 2006.

405. Tzipora Halevi, Haoyu Li, Di Ma, Nitesh Saxena, Jonathan Voris, and Tuo Xiang. Context-aware defenses
to RFID unauthorized reading and relay attacks. IEEE Transactions on Emerging Topics in Computing,
1(2):307–318, December 2013.

406. Tzipora Halevi, Nitesh Saxena, and Shai Halevi. Using HB Family of Protocols for Privacy-Preserving Au-
thentication of RFID Tags in a Population. In Workshop on RFID Security – RFIDSec’09, Leuven, Belgium,
July 2009.

407. Tzipora Halevi, Nitesh Saxena, and Shai Halevi. Tree-based HB Protocols for Privacy-Preserving Authentica-
tion of RFID Tags. Journal of Computer Security - Special Issue on RFID System Security, 2010.

408. Tzipora Halevi, Nitesh Saxena, and Shai Halevi. Tree-based HB protocols for privacy-preserving authentication
of RFID tags. Journal of Computer Security – Special Issue on RFID System Security, 19(2):343–363, April
2011.

409. Daniel Halperin, Thomas S. Heydt-Benjamin, Benjamin Ransford, Shane S. Clark, Benessa Defend, Will Mor-
gan, Kevin Fu, Tadayoshi Kohno, and William H. Maisel. Pacemakers and Implantable Cardiac Defibrillators:
Software Radio Attacks and Zero-Power Defenses. In IEEE Symposium on Security and Privacy – S&P ’08,
Oakland, California, USA, May 2008. IEEE, IEEE Computer Society.
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