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Privacy-friendly Authentication in RFID
Systems: On Sub-linear Protocols based on

Symmetric-key Cryptography
Gildas Avoine, Muhammed Ali Bingöl, Xavier Carpent, Siddika Berna Ors Yalcin

Abstract—The recent advent of ubiquitous technologies has raised an important concern for citizens: the need to protect their
privacy. So far, this wish was not heard of industrials, but national and international regulation authorities, as the European
Commission recently published some guidelines to enforce customers’ privacy in RFID systems: “Privacy by design” is the way
to be followed as stated in EC Recommendation of 12.5.2009. Research on privacy is an active domain but there is still a wide
gap between theory and everyday life’s applications. Filling this gap will require academia to design protocols and algorithms that
fit the real life constraints. In this paper, we provide a comprehensive analysis of privacy-friendly authentication protocols devoted
to RFID that: (1) are based on well-established symmetric-key cryptographic building blocks; (2) require a reader complexity lower
than O(N) where N is the number of provers in the system. These two properties are sine qua non conditions for deploying
privacy-friendly authentication protocols in large-scale applications, e.g., access control in mass transportation. We describe
existing protocols fulfilling these requirements and point out their drawbacks and weaknesses. We especially introduce attacks
on CHT, CTI, YA-TRAP*, and the variant of OSK/AO with mutual authentication. We also raise that some protocols, such as
O-RAP, O-FRAP and OSK/BF are not resistant to timing attacks. Finally, we select some candidates that are, according to our
criteria, the most appropriate ones for practical uses.

Index Terms—RFID, Authentication, Privacy, Attacks, Complexity
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1 INTRODUCTION

RADIO Frequency Identification (RFID) is a perva-
sive technology deployed in many applications

to identify or authenticate objects and subjects with
neither physical nor visual contact. An RFID system
usually consists of tags (i.e., a microcircuit with an an-
tenna), carried by the object or subject, some readers
that remotely query the tags, and a back-end system.

A common idea is that an RFID tag is just a
transponder that backscatters a unique identifier, used
for supply chains, libraries, and pet identification. A
tag can actually do much more than simply backscat-
tering an identifier, and it is even tricky to define the
limits between RFID and the other evolved pervasive
technologies. We describe precisely in Sect. 2 the
capabilities we confer to tags in this paper.

The fact that no contact is needed to read an RFID
tag allows to use it where traditional smartcards are
not invited: pet identification, electronic passports,
but also access control for ski lifts, . . . RFID also
brings advantages in access control applications by
speeding up the flow of customers, typically in mass
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transportation. Such a kind of application requires
authentication protocols that scale well when there is
a large number of tags registered to the system.

While RFID has existed for several decades, it is
its recent wide-spread that made privacy a major
concern for everyone. Authorities are aware of the
privacy issues and react accordingly. For example, in
its recommendation SEC(2009) 585/586 about RFID,
the European Commission states: “Because of its po-
tential to be both ubiquitous and practically invisible,
particular attention to privacy and data protection
issues is required in the deployment of RFID. Con-
sequently, privacy and information security features
should be built into RFID applications before their
widespread use (principle of security and privacy-
by-design)” [64]. Similar recommendations also arose
in North America [23], [43], [65]. Fulfilling these rec-
ommendations may be partially done by designing
authentication or identification protocols that ensure
privacy against an external adversary. Among privacy,
one may distinguish information leakage where the
tag or the back-end reveals some personal informa-
tion, from illicit tracking that consists in tracking a
tag and so its holder.

The large body of literature about RFID Secu-
rity and Privacy [3] demonstrates that designing a
privacy-friendly protocol is still a challenging task
and finding the appropriate one is quite awful for
industrials. Indeed, although many protocols have
been proposed over the years, none can be deemed as
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ideal. In this paper, we examine most of the proposals
in the field, categorize them according to common
features, analyze them, compare their properties and
discuss about which can be considered as the best
ones to date. We provide many new attacks on several
of these protocols, as well as some patches.

We emphasize that we do not consider in our work
low-level criteria such as gate count or power con-
sumption of tags because, although important, these
depend on the implementation of the building blocks.
Instead, we focus on the protocols, their efficiency, and
the security and privacy level they achieve.

In order to analyze the privacy of the protocols we
consider, several models are available in the litera-
ture [4], [22], [42], [69]. We decided to use Juels and
Weis’ model [42], which is based on Avoine’s seminal
work [4]. The model of Juels and Weis defines privacy
with the following game (here simplified for the sake
of simplicity):

1) An adversary interacts with the system
2) She chooses two tags T0 and T1
3) She interacts with the system except Tb (b ∈ {0, 1}

chosen randomly and unknown to her)
4) She must guess whether b = 0 or 1

The system is deemed private if there exists no ad-
versary capable of winning with a probability non-
negligibly higher than 1/2. Although Juels and Weis’
model is less powerful than Vaudenay’s model [69], it
is more intuitive and provides an adversary granular-
ity more suited to our analysis than the one provided
by [69]. Beyond the concept of privacy as defined
in [42], we address in this paper the forward privacy, as
described in [42] as well, and intuitively introduced
in [54]. To complete our analyses, we also consider the
timing attacks against the readers, as introduced in [7].

We give in Sect. 2 the criteria we used to thoroughly
select the protocols we analyze in this paper. We
then categorize the selected protocols in three sections:
protocols with shared secrets (Sect. 3), protocols us-
ing hash-chains (Sect. 4), and counter-based protocols
(Sect. 5). We compare the most valuable protocols in
Sect. 6 and provide a summary of their properties and
performances in Tab. 2. Our analysis finally yields in
Sect. 7 the best protocols in terms of security, privacy,
forward-privacy, desynchronization, reader and tag
complexity, and memory.

2 PROTOCOL SELECTION CRITERIA

In this section, we list some characteristics that we
consider relevant for the protocols to have in the
problem at hand. We discard in the rest of our analysis
all the protocols that do not meet these criteria. We
emphasize that these characteristics do not form a
partition, but should cover all existing solutions in
RFID authentication, up to our knowledge.

In the following, we consider that the communica-
tion between tags and readers is insecure, meaning

that it can be easily eavesdropped on, interrupted or
modified on the fly by an external entity. However,
the communication between readers and the database
is secure, and we will in general refer to these two
entities as a single one, since it makes no difference
for an attacker. This is compliant with the model of
Juels and Weis. We consider RFID tags as not tamper
resistant. Therefore, solutions in which each tag has
the same key, for instance, are discarded.

2.1 Time Complexity of Identification
The ISO-9798 defines challenge-response authentica-
tion protocols, which are commonly used in RFID.
These are used in the MIFARE Classic for instance.
Other standards are also in application, such as the
ISO-11770, used for example in the Basic Access Con-
trol of e-passports.

However, as explained in [48], when the tag does
not directly reveal its identifier, this solution takes
O(N) cryptographic operations (where N is the num-
ber of tags in the database), which is inefficient in
large systems. The problem is important for most
reasonably-sized systems, and we therefore restrict
our analysis to protocols designed to reduce the com-
plexity of the identification. Protocols such as the HB
family ([15], [32], [33], [38], [41], [49]), or protocols
such as [13], [21] are therefore not considered below.

2.2 Public-key Cryptography
Public-key cryptography (PKC) seems to be a solu-
tion to the identification problem stated above. The
randomized Schnorr protocol [16], for instance, uses
public-key encryption to provide both strong privacy
and constant-time identification.

However, PKC is expensive, being in terms of gates
required on the tag, or of time and especially energy
necessary to perform the computations on a tag.
Although some recent studies point otherwise (see,
e.g., [35], [39], [46]), it is generally acknowledged that
PKC is not affordable on low-cost tags, as most of the
proposals for authentication in RFID use symmetric-
key building blocks. We can hope that further research
in that area will improve the feasibility of PKC for
low-cost RFID, but there will always be a market for
symmetric-key solutions. For these reasons, we only
consider symmetric-key schemes in the following.

2.3 Privacy
By trying to lower the identification procedure com-
plexity, some solutions also lower the privacy or the
security considerably. For instance, one could imagine
a very simple scheme where each tag has a limited
amount of ephemeral pseudonyms (or “coupons”),
using one each time a reader wants to authenticate
it. This solution is both private and efficient, but has
a limited lifetime and an adversary could perform
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denial-of-service attacks very easily. Juels proposes
in [40] a similar protocol in which each tag loops
through a sequence of secrets to authenticate itself
to a reader, again providing efficiency, but limited
privacy. Henrici and Müller proposes in [37] that
tags communicate to the reader the number of failed
authentication attempts since the last legitimate au-
thentication. While this allows the reader to efficiently
identify the tags, it also allows an adversary to trace
them, as pointed in [4].

In other proposals, such as [27], [29], [45], [60],
[61], [62], [58], [72], each tag uses pseudonyms that
change after each successful authentication. However,
an adversary is able to trace its victim between two of
them, which is a serious threat in some applications.

Note that despite the fact that these solutions are
not private strictly speaking, there might be scenarios
where they can be applied, since some privacy is better
than none at all. However, for the reasons argued in
Sect. 1, we will only consider protocols that have no
obvious privacy or availability issues in this study.

2.4 Building Blocks
Finally, there are some other proposals that use non-
classical cryptographic building blocks, deemed more
lightweight than usual hash functions and ciphers,
in order to lower the gate count on tags, and thus
their price. An example is the family of so-called ultra-
lightweight authentication protocols (see e.g. [27], [29],
[45], [60], [61], [62], [58], [72]). Although innovative
and interesting, this branch is rather recent and to
date, all proposals suffer from miscellaneous security
and privacy weaknesses.

In addition, a number of works, such as [25], [28],
[50], [73], aim to provide secure protocols conforming
to EPC Class-1 Gen-2 standards. Unfortunately, these
attempts fall short of meeting the desired security ob-
jectives because EPC Class-1 Gen-2 supports only sim-
ple building blocks such as a 16-bit Pseudo-Random
Number Generator and a 16-bit Cyclic Redundancy
Code. Many analysis papers (see e.g., [34], [63], [57],
[59]) show that it seems that enforcing privacy and
security under the EPC Class-1 Gen-2 specifications is
an almost impossible task due to the “bad” properties
of the building blocks used.

For these reasons, we only consider the protocols
that use the classical cryptographic primitives, and
we focus our analysis on the protocols, not on the
underlying building blocks.

2.5 Remaining Protocols
In the following, we consider all protocols of which
we are aware that match the criteria developed above.

With time, some of these protocols were renamed.
To avoid confusion, we present in Table 1 the matches
between the protocols proposed with different names.
The papers and publication years are given in the first

row. Each other row represents one protocol, showing
names given in each paper. In what follows we will
use the most recently appeared names (in bold).

Table 1
Matching of the names of some protocols
[67] [18] [66] [19]
2006 2006 2007 2009

YA-TRAP - YA-TRIP RIP
- - YA-TRAP RIP+
- YA-TRAP+ - RAP
- O-TRAP - O-RAP
- - - O-RAKE
- - YA-TRAP* -
- - YA-TRAP*& fwd -

3 PROTOCOLS WITH SHARED SECRETS

Some recent protocols have the common feature that
several tags in the system share their secrets (at least
partially). They manage to lower the online complex-
ity of the reader by storing tag secrets in a particular
structure (a tree, a grid, etc.). While these protocols
provide that very desirable property and bring new
and interesting ideas, they all have traceability issues.

In this section, we describe Molnar and Wagner’s
tree-based protocol [48], Alomair, Clark, Cuellar, and
Poovendran’s protocol [2], Avoine, Buttyán, Holczer,
and Vajda’s group-based protocol [6], and Cheon,
Hong, and Tsudik’s meet-in-the-middle protocol [26].
We also discuss some attacks on these protocols,
especially new attacks we suggest against [26] and [2].

3.1 Tree-based and Group-based Protocols
As stated previously, privacy-friendly challenge-
response protocols do not scale well: the reader must
check O(N) keys to authenticate a tag, where N is the
total number of tags in the system.

Molnar and Wagner propose in [48] an approach
that reduces the complexity from O(N) to O(logN).
The fundamental idea is to manage the tags’ keys
in a tree structure instead of using a flat structure.
More precisely, the tags are assigned to the leaves of
a balanced tree with branching factor b at each level
of the tree. Each edge of the tree carries a random
key. Each tag stores the keys along the path from the
root to the leaf corresponding to the given tag, while
the reader stores the whole tree. During the authen-
tication process, the reader performs one challenge-
response per tree level in order to identify the sub-tree
the tag belongs to. Each challenge-response requires
from the reader an exhaustive search in a set contain-
ing b keys only. The overall reader’s complexity of the
authentication is b logbN in the worst case.

The significant complexity improvement due to
Molnar and Wagner’s technique (MW) has however
an unacceptable drawback: the level of privacy pro-
vided by the scheme is quickly decreasing when an
adversary tampers with tags. Giving the adversary the
ability to tamper with some tags makes sense because
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MW is useless without this assumption: in such a case,
the same key can be stored in all the tags and the
complexity problem no longer occurs. On the other
side, giving to the adversary the ability to tamper with
tags significantly degrades the privacy in MW.

Avoine, Dysli, and Oechslin raise this attack in [8]
and evaluate the trade-off between complexity and
privacy according to the branching factor. Buttyán,
Holczer, and Vajda in [20] also identified weaknesses
of MW and introduce an improvement with variable
branching factors. Nohl and Evans in [53] provided
another approach to analyze MW. Later on, Halevi,
Saxena, and Halevi [33] present a lightweight privacy-
friendly authentication protocol that combines Hop-
per and Blum’s HB protocol [38] and the tree-based
key infrastructure suggested by Molnar and Wag-
ner [48]. However, [38] inherits from the weaknesses
of MW as demonstrated by Avoine, Martin, and Mar-
tin in [9]. Finally, Beye and Veugen further analyze
the improvement of Buttyán et al. in [12].

One may also cite some other attempts to design
tree-based protocols, e.g., [71] or the saga [1], [31],
[47], [70]. However, we have seen that tree-based
secret sharing is definitely not suited when the ad-
versary is capable of tampering with tags, and the
tree structure is even not the best solution in that
case. Indeed, Avoine, Buttyán, Holczer, and Vajda
demonstrate in [6] that a simpler structure than the
tree, namely when tags are grouped and each group
share a same key, achieves a higher level of privacy
and a better efficiency. Finding a better structure,
that does not avoid the traceability problem but that
mitigates it is still an open problem.

3.2 Cheon, Hong, and Tsudik’s Protocol
3.2.1 Description.
The protocol proposed by Cheon, Hong, and Tsudik
in [26] is an innovative proposal to reduce the reader
complexity. It uses a meet-in-the-middle strategy, similar
to the one used in several famous attacks on double-
encryption schemes [30]. The idea is the following.
During the initialization, the system chooses two sets
of keys K1 and K2 such that |K1| = |K2| = n, where
N = n2 is the number of tags in the system, and K1∩
K2 = ∅. It then initializes each tag Ti,j with a unique
pair of keys 〈Ki

1,K
j
2〉, where Ki

1 ∈ K1 and Kj
2 ∈ K2,

yielding an n×n grid in which each cell represents a
tag, as depicted in Fig. 1.

The identification procedure, represented in Fig. 2,
is as follows. The reader R first picks a nonce r
and sends it to a tag Ti,j entering its field. The
latter then picks another nonce r′, and computes
C = PRFKi

1
(r, r′) ⊕ PRFKj

2
(r, r′), where PRF is

a pseudo-random function. The tag Ti,j then sends
the pair 〈C, r′〉 to R. In order to identify the tag,
R computes PRFKx

1
(r, r′) for x ∈ [1, n], and then

computes C ⊕ PRFKy
2
(r, r′) for y ∈ [1, n], and

K1
1 K2

1 K3
1 . . . Ki

1 . . . Kn
1

K1
2 T1,1 T2,1 T3,1 . . . Ti,1 . . . Tn,1

K2
2 T1,2 T2,2 T3,2 . . . Ti,2 . . . Tn,2

...
...

...
...

. . .
...

. . .
...

Kj
2 T1,j T2,j T3,j . . . Ti,j . . . Tn,j

...
...

...
...

. . .
...

. . .
...

Kn
2 T1,n T2,n T3,n . . . Ti,n . . . Tn,n

Figure 1. Tags’ secrets organized in a grid in CHT.

R Ti,j
r−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

r′, C=PRF
Ki

1
(r,r′)⊕PRF

K
j
2

(r,r′)

←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−

Figure 2. Cheon-Hong-Tsudik plain protocol.

tries to find a match between two values. This search
requires 2n = 2

√
N PRF evaluations at worst, rather

than N for a standard linear search1. An adversary
eavesdropping r, r′, and C however would have to
search the entire key space, since she does not know
the key sets K1 and K2.

The protocol presents an efficient search procedure,
but is not synchronized (i.e., the tag has no state
that changes over time). This implies that it does not
provide any forward-privacy, because an adversary
having compromised a tag gets its two keys, and can
thus recompute messages previously produced by the
tag, in this way “tracing” the tag in the past.

Moreover, the authors themselves identify an im-
portant issue. Indeed, when a tag is compromised, its
two sub-keys are disclosed, but this does not leak any
information on other tags’ keys as the combination
of subkeys is unique. However, when the adversary
compromises several tags, she gains knowledge of
key-pairs of legitimate tags. For instance, If the ad-
versary compromises the tags Ta,b and Tc,d, she also
discovers the keys of the tags Ta,d and Tb,c. These will
respectively be referred as directly compromised tags
and indirectly compromised tags hereafter (a compromised
tag refers to either situation). We also name partially
compromised the tags for which we only know one key.

The authors describe an extension to mitigate this
problem by introducing proper authentication in the
protocol. In this extension, each tag has a third, unique
subkey K3. The key sets K1 and K2 have a size of
Nα, with 0 ≤ α ≤ 1

2 being a system parameter
and K3 has a size of N , such that N1−2α tags have
the same 〈K1,K2〉 key-pair. The tag further computes
C ′ = PRFK3

(r, r′), and sends it to the reader. After
the usual search procedure, R checks the value C ′ to
authenticate the tag. Since K3 is unique to each tag,
the impersonation attack is prevented, but there is still
a traceability issue, as detailed in Sect. 3.2.3.

1. Note that in [26], the authors state that the search is
O(
√
N logN). We consider only the cryptographic operations in

the online time, so we suggest O(
√
N) instead.
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3.2.2 Impersonation Attack on the Plain Protocol.
After having compromised some tags, an adversary
can perform the following impersonation attack. She
listens to a legitimate authentication session between
R and Ti,j . When Ti,j outputs (r′, C), she blocks the
message. She can now change C in order to authen-
ticate another tag than Ti,j . Because the protocol is
stateless, C̃, the modified C, will be accepted (pro-
vided it is valid), and the corresponding tag will be
identified. Two situations may occur for an adversary:

1) She wants to authenticate a tag that is compro-
mised instead of Ti,j .

2) She wants to authenticate a tag that is partially
compromised.

In case 1, the adversary can replace the authenticating
tag with another compromised tag, say, Ta,b, by sim-
ply replacing C by C̃ = PRFKa

1
(r, r′)⊕ PRFKb

2
(r, r′).

This problem was already highlighted in [26].
In case 2, the adversary must at least know one

of the keys of Ti,j to succeed (i.e. Ti,j must be
partially compromised). Let us suppose that the ad-
versary knows Ki

1 but not Kj
2 , and that she also

knows another key Kk
1 . She can then replace C by

C̃ = PRFKk
1
(r, r′) ⊕ PRFKj

2
(r, r′) by computing C̃ =

C⊕PRFKi
1
(r, r′)⊕PRFKk

1
(r, r′), and by doing so, au-

thenticate Tk,j , which is only partially compromised.
Of course, she does not know the keys of the victim
in advance, so the attack is probabilistic. She can thus
iterate on all the tags for which she knows the secrets
partially. A side-effect of this is that when R accepts
the authentication, the adversary gets PRFKj

2
(r, r′),

which can lead to a traceability attack.
In [26], the authors state that, when compromising

t tags, the number of indirectly compromised tags
is t2 − t. This is actually rather optimistic (from an
attacker viewpoint) and only accurate when t is small.
We provide a more precise result in Lemma 1, which
proof is given in the Appendix ??.

Lemma 1: Let T denote the number of directly com-
promised tags and S the total number of compromised
tags, that is the ones for which we know both keys.
Then, the expected number of compromised tags
given that we compromised t tags is:

E [S|T = t] = N

[
1−

2
(
N−n
t

)
−
(
N−2n+1

t

)(
N
t

) ]
,

where n =
√
N . A similar result applies for the au-

thentication extension, and S here denotes the number
of compromised cells:

E [S|T = t] = n2

[
1−

2
(
N−N/n

t

)
−
(
N−2N/n+N/n2

t

)(
N
t

) ]
,

with n = Nα.
This result allows to quantify the probability of

success of our attacks and confirms their feasibility,
as we will see below.

3.2.3 Traceability Attack on Authentication Extension.

Recall that in the authentication extension, the grid
can now be seen as Nα × Nα “cells” of N1−2α tags
secrets. No two tags share the K3 key, but each
〈K1,K2〉 is shared among N1−2α tags. As the authors
mentioned, this leads to a traceability issue because if
an attacker knows a 〈Ki

1,K
j
2〉 pair, she can track Ti,j

with probability 1/N1−2α by using the fact that there
are N1−2α tags with the same pair.

In this section, we point out a more dangerous
issue. Let us assume that the adversary has obtained
the keys related to s cells. For the sake of simplicity,
we assume that the compromised tags are put back
into circulation. Since this number is supposedly small
compared to N , the number of tags in the system, this
is a reasonable assumption.

Let X denote the set of tags which secrets belong
to one of the s cells known by the adversary. In a
Juels and Weis game [42], when two tags T0 and T1
are presented to her, the adversary is asked to answer
which of these tags is her target. Several cases occur:

• E1 = T0 ∈ X ∧ T1 6∈ X
• E2 = T0 6∈ X ∧ T1 ∈ X
• E3 = T0 ∈ X ∧ T1 ∈ X ∧ 〈K1,K2〉T0 6= 〈K1,K2〉T1
• E4 = T0 ∈ X ∧ T1 ∈ X ∧ 〈K1,K2〉T0 = 〈K1,K2〉T1
• E5 = T0 6∈ X ∧ T1 6∈ X

The obvious strategy for an adversary is, after choos-
ing r, to query T0 and T1, and compare their answer
with what would have answered the tags of which she
knows the keys. If there is a match, then she identifies
the tag and deduces its keys. In E1 and E2, only either
of T0 and T1 is identified, and the adversary is able
to determine correctly whether it is her target or not
in all cases. If both tags are identified, the adversary
succeeds only when they have a different key-pair
(E3, but not E4). Finally, if neither is identified, the
adversary is unable to tell her target apart in any
better way than at random. Therefore, in the first three
events, the adversary succeeds in the attack, and in
the other two she fails. It is clear that the first two
cases are symmetric:

Pr(E1) = Pr(E2) =
NM −M2

N2
, (1)

where M = sN1−2α, that is the number of tags for
which the adversary knows the secrets. Likewise,

Pr(E3) =
M2

N2
(1− 1/s). (2)

The overall probability that the adversary succeeds
after corrupting s cells is thus

Pr(E1 ∨ E2 ∨ E3) = Pr(E1) + Pr(E2) + Pr(E3)

= 2
M

N
− M2

N2
(1 + 1/s),

because these events are mutually exclusive. This
probability can become much higher than the one
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Figure 3. Probability of tracing a tag in CHT and in MW
with respect to the number of compromised tags.

presented in [26]. For instance, in a system with
N = 106 tags, configured with α = 1

3 (as suggested
by the authors), an adversary having compromised
t = 300 tags has roughly s = 8750 compromised cells
(Lemma 1), and a probability of roughly 0.984.

3.2.4 Discussion.

We have introduced two important attacks on CHT.
The first one regards the plain protocol and allows
an adversary to change the tag being authenticated.
The targeted tag need not be completely indirectly
compromised, as a probabilistic approach can be car-
ried out. The second attack regards the authentication
extension, and allows an adversary to trace a tag.

The second attack is similar to the one [8] against
MW. Although quite different technically, MW and
CHT have in common the fact that tags share parts of
their secrets. This property yields efficient tag iden-
tification, but compromising tags becomes far more
dangerous. We present in Fig. 3 a comparison of the
probability of tracing in CHT and MW protocols (with
different values for the branching factor), in a system
with N = 106 tags.

3.3 Alomair, Clark, Cuellar, and Poovendran’s
Protocol

3.3.1 Description.

The protocol introduced by Alomair, Clark, Cuellar,
and Poovendran in [2] provides Constant-Time Iden-
tification (CTI). We classify this protocol in the shared-
secret family in the sense that the system manages a
pool of shared secret pseudonyms such that each tag
is paired with a pseudonym for a while, and is reas-
signed to another one each time it is legitimately au-
thenticated. Consequently, different tags may use the
same pseudonym, at different times. Using re-usable
pseudonyms was first introduced by Juels in [40]
where each tag manages its own pool of pseudonyms
and uses linear combination of them once all the

R Ti
r−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

h(ψ,c), r̃=h(0,ψ,c,k,r)←−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−
h(1,ψ,k,r̃), h(2,ψ,k,r̃)⊕ψ′, h(3,ψ′,k,r̃)−−−−−−−−−−−−−−−−−−−−−−−−−−−−−−→

Figure 4. The CTI Protocol.

pseudonyms have been used. However, tags do not
exchange their pseudonym in [40], contrarily to [2].

During the set up phase, each of the NT tags is
assigned with a secret key k, a cycling counter c that
is incremented modulo C each time the tag is queried
(initially c = 0), and an initial pseudonym ψ drawn
from a pool E of size N > NT . A sketch of CTI is
depicted in Fig. 4 and we refer the reader to [2] for a
detailed description.

The key-point of CTI is that each time a tag
is legitimately authenticated, it releases its current
pseudonym in order to get a new one from the reader
randomly drawn from E ; it also updates its secret key
k with the value h(k) where h is a hash function. CTI
provides constant time identification but this property
is obtained after pre-calculation of all the NC possible
answers from the tags. In that sense, CTI is not
far from OSK [54]: the table of pairs (pseudonym,
counter) in [2] is in some way similar to the table of
pairs (identifier, counter) in [54]. A few differences can
nevertheless be raised: (1) a denial of Service (DoS)
occurs with OSK after M illegitimate authentications,
while CTI is DoS-resistant; (2) OSK with authentica-
tion requires to compute between 3 (if there is no
attack) and 2m+1 hash calculations per identification,
while CTI requires 4 hash calculations in any case; (3)
CTI needs a larger memory than OSK and provides
a lower privacy-resistance, as explained below. Note
that both of them are resistant to timing attacks as
stated in [7]. OSK will be studied in Sect. 4.1.

3.3.2 Intra-legitimate authentication Attack.
The main drawback of CTI, already mentioned in [2]
is the cycling counter because a tag can be easily
tracked between two legitimate authentications if an
adversary is able to query it C times. Indeed, record-
ing each of the answers h(0, ψ, c, k, r) (0 ≤ c < C),
the adversary can definitely track the tag till the
next legitimate authentication. This attack is espe-
cially meaningful when considering tags that are not
frequently used, e.g., passports or tickets used for
ephemeral event and kept by the customer as sou-
venir. . . Increasing C makes the attack harder, but this
also significantly increases the memory consumption
(and the reader’s workload during the setup). This
attack makes CTI not traceability-resistant in the Juels
and Weis model [42].

3.3.3 Inter-legitimate authentication Attack.
The pseudonyms used in the system are originally
secret and can only be revealed in case of tampering
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attack. In such a case the current pseudonym of the
compromised tag is revealed (and the secret key as
well) but the adversary can also obtain additional
pseudonyms by impersonating the tag in the system.
This attack is mentioned in [2] but we refine its
analysis and show that its impact should not be un-
derestimated. First of all, the number of pseudonyms
obtained by the adversary after tampering with only
one tag is [2] N (1− (1− 1/N)

q
), where q is the num-

ber of protocol executions2. Let Eq ⊂ E the set of
pseudonyms so revealed, the adversary can track a
tag (even after legitimate authentications) as follows:
in the learning phase as defined in the model of Juels
and Weis [42], the adversary queries the targeted tag
Ttarget once and so obtains a value h(ψtarget, ctarget).
Trying an exhaustive search on all values in Eq and
all counter values, she obtains ctarget if and only if
ψtarget ∈ Eq , which occurs with probability |Eq|/N . In
the challenge phase, given T0 and T1, the adversary
must decide which one is Ttarget. To do so, she applies
the same technique and so possibly obtains c0 and c1.
From c0 and c1, she could be able to decide which
of T0 and T1 is Ttarget. For example, if the adversary
knows that her target is rather new while ci (i = 0
or 1) is large, it may be safe to conclude that Ttarget is
T1−i. To illustrate this attack, consider the following
practical parameters: N = 2NT , NT = 106, C = 103,
and q = 103. The probability to track a given tag is
therefore 0.1%, assuming that one of the two tags only
is rather new.

3.4 Discussion
While protocols using shared secrets all aim mainly to
decrease the identification time on the reader, they all
have issues when facing adversaries capable of com-
promising tags. One could argue that a protocol using
only one “master key” is the extreme case in that
direction: it has constant-time identification, but no
privacy/security as soon as one tag is compromised.

All of the proposals we analyzed in this section
have important problems, mostly due to the fact that
compromising one tag reveals information on other
tags too. However, we have no element showing that
sharing secrets between tags is a definitely flawed
way of reducing identification time. It remains an
open question whether it is possible to design such
a protocol without any loss of security or privacy.

4 PROTOCOLS BASED ON HASH-CHAINS

An early family of sub-linear protocols uses hash-
chains to update the internal state of the tags. In
this section, we describe Ohkubo, Suzuki, and Ki-
noshita’s protocol (OSK) [54] two of its improvements,

2. Note that [2] suggests to limit the number of requests to a
reader per tag, but bounding q to a value less than 1000 does not
seem realistic in most applications as the adversary can avoid being
detected, using a slow attack.

OSK/AO [8], [10] and OSK/BF [52]. We then describe
the O-RAP [19] protocol.

We show a traceability attack on the mutual au-
thentication extension of OSK/AO protocol, and we
suggest a solution to overcome this problem. We also
show new weaknesses of O-RAP and OSK/BF.

4.1 OSK Protocol
OSK [54] is a well-known synchronized identification
protocol3, and was one of the earliest of its kind.
However, beside its traceability issue, and although
the protocol is very efficient when all tags are synchro-
nized, the worst-case complexity of the search makes
the protocol unsuitable for most practical systems.

The authors later introduced in [55] some ideas to
improve the efficiency of the search at the cost of
lowering privacy. Since strong privacy is one of the
design goals of OSK, we do not consider them.

4.2 OSK/AO Protocol
Avoine and Oechslin propose in [10] to apply Hell-
man’s time-memory trade-offs [36] to the search pro-
cedure of OSK, which has two main implications.
First, the complexity of the search procedure varies
from O(1) to O(N), depending on the amount of
memory we are willing to devote to the time-memory
trade-off4. Moreover, the search is intrinsically ran-
domized, which prevents timing attacks [7].

Avoine, Dysli, and Oechslin also suggest in [8] a
variant of OSK that ensures authentication as OSK is
originally designed to provide private identification
only (i.e., it does not resist to replay attacks). To do so,
they suggest using nonces: instead of simply sending
a request message, the reader sends a nonce r, and the
tag answers G(ski ⊕ r) along with G(ski ).

Finally, Avoine proposes in [5] an extended version
of OSK that provides reader authentication to the tag:
the reader sends a last message G(sk+1

i ⊕ w), where
w is a public static value.

However, we point out a traceability issue in this
extension: an adversary can eavesdrop a legitimate
authentication between R and Ti, and record the last
message (i.e. G(sk+1

i ⊕w)); after a while, she sends w
as a nonce to a tag, and if the tag answers with the
previously recorded value, this tag is almost certainly
Ti, and it has not been queried since then.

Preventing this attack can be done easily using a
third hash function for the last message. In practice, a
single hash function is implemented and an additional
input enables to derive it into several functions, for

3. PFP, introduced by Berbain, Billet, Etrog, and Gilbert in [11] is
strongly inspired by OSK. The building blocks in PFP are different
than the ones in OSK, and they are used in a different way, but the
global scheme is the same, and the security and privacy properties
of the two protocols are equivalent. Hence, we will not detail PFP
further.

4. The authors mention that, for instance, a complexity of
O(N2/3) can be reached with a memory of size O(N2/3).
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R Ti
r−−−−−−−−−−−−−−→

search for i
H1(s

k
i ⊕r), H1(s

k
i )←−−−−−−−−−−−−−− sk+1

i ← H0(s
k
i )

sk+1
i ← H0(s

k
i )

H2(s
k+1
i )

−−−−−−−−−−−−−−→

Figure 5. Patched OSK with replay-attack protection
and reader authentication.

instance, by concatenating 0, 1, or 2 to the value to
hash. Fig. 5 shows our modification to the mutual
authentication extension of OSK/AO.

4.3 OSK/BF Protocol

4.3.1 Description.
Nohara, Inoue and Yasuura propose in [52] another
innovative time-memory trade-off for OSK, which
we label OSK/BF in the following. They use Bloom
Filters [14], a space-efficient data structure, to store
all the hash-chains of each tag. When identifying a
tag, the reader first queries all the Bloom Filters for
the received σ, and then computes the whole hash-
chain of each candidate to confirm the identity of the
tag. Once identified, the corresponding Bloom Filter
is re-computed for the next hash-chain. On that point
OSK/BF contrasts with OSK/AO, in which updates of
the database occur less frequently but are more costly.

As presented in [52], OSK/BF is an identification
protocol and does not resist impersonation. However,
we point out that it can be easily adapted to an
authentication scheme using the same construction as
the one in [8].

In [51], Nohara and Inoue present an analogous
protocol using a similar architecture but a different
data structure, d-left Hash Tables [17], an extension of
Bloom Filters. The resulting protocol has, according to
the authors, a better update efficiency than OSK/BF,
but it turns out to be the same. Furthermore, the
identification time seems to be very comparable to
that of [52], and it has the further disadvantage of
being less parameterizable.

4.3.2 Traceability Timing Attacks.
We point out two potential traceability weaknesses of
OSK/BF due to timing analysis, not mentioned in [52].
The first one uses the fact that the search is linear in
[52], meaning that T1 will on average be authenticated
much faster than TN , for instance. The reason is that
when a tag has a record (and a corresponding Bloom
Filter) at the start of the table, the reader has to
go through few false positives invalidations before
actually confirming the identity of the tag, whereas
when it has a record near the end of the table, it
might go through several of them. The second attack
uses the fact that it is possible to trace a tag being
desynchronized more than M times by observing
whether the identification time remains constant (it

16Mb 64Mb 256Mb 1Gb 4Gb 16Gb
100

105

1010

OSK/AO

OSK/BF

OSK/d-left

Figure 6. Average number of cryptographic hashes
during identification for variants of OSK.

should be constant when the reader refuses identifi-
cation, but not when the Bloom Filters get updated).
Countermeasures might exist against these attacks
(simply shuffling the search seems to be a solution
to the first one), but in any case, OSK/BF is more
fragile regarding timing analysis than OSK/AO, and
avoiding them without artificially waiting for O(N)
cryptographic operations does not seem to be trivial.

4.3.3 Comparison with OSK/AO.
As in OSK/AO, the time of identification can be
lowered by increasing the memory of the reader. In
OSK/BF, this is done by tuning the false positive rate
of the Bloom Filters. Doing so results in more time
needed to compute the hash-chains in order to infirm
false positives, increasing identification time, but also
in a decrease of the size of Bloom Filters and thus
of memory. In OSK/AO, this is done by tuning the
size of the Rainbow table, and also determining the
amount of intermediate columns stored.

A slight advantage of OSK/BF over OSK/AO is
that, despite it also has a probabilistic nature, the suc-
cessful identification rate is of 100% while being close
to 100% (fixed by parameters) in OSK/AO. However,
the two protocols have the same disadvantage re-
garding desynchronization, i.e., a tag desynchronized
more than M times is lost.

Regarding the trade-off efficiency, OSK/AO seems
slightly more efficient than OSK/BF, although com-
parable. We used numbers from [8], i.e. a system
of 220 tags and chains of 27 hashes, to provide a
comparison between the two protocols, which we
depict in Fig. 6. The saturation in OSK/BF after some
point comes from the fact that the update part takes
2M cryptographic operations, no matter how much
memory is dedicated to the trade-off. Note also that
we did not take the random hash calculations into
account, which, depending on the functions used,
could increase the identification time significantly.

4.4 O-RAP Protocol
4.4.1 Description.
O-RAP, which stands for Optimistic RFID Authentica-
tion Protocol, has been originally introduced in [18]
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(its former name was O-TRAP — see Table 1) and a
slightly modified version is re-presented in [19]. They
call the protocol “optimistic” for the reason that the
security overhead is minimal when the system is not
under attack. The steps of O-RAP are shown in Fig. 7.
The reader contains a hash table indexed by rtag with
entries Ki (the static keys of the tags). When starting
an authentication, the reader sends a random number
rsys to the tag. The tag computes the hash of rsys
and rtag with its key Ki and gets r and h output
values. Then the tag sends h and rtag values to the
reader. The tag also updates rtag with r value. The
system searches rtag to find the corresponding Ki in
the database, and if found, it checks the correctness
of the hash. If rtag is not found, then it exhaustively
searches among all the keys. If found, it validates the
tag and updates rtag with r value. This allows the
reader to re-synchronize the tag automatically.

R Ti
rsys−−−−−−→

Lookup with rtag
rtag, h←−−−−−− r||h = HKi(rsys, rtag)

if not found, search Ki rtag ← r
s.t. r||h = HKi(rsys, rtag)

Figure 7. O-RAP Protocol.

4.4.2 Attack by Ouafi and Phan.
In [56], Ouafi and Phan propose a traceability attack
on O-RAP based on the desynchronization of a tag.
The idea is that an adversary can make enough
queries to a tag in order to make it update its secret
rtag a lot of times to the point that a legitimate reader
is unable to authenticate it anymore.

However, we point out that this attack is erroneous.
Indeed, the tag always sends rtag in its answer so the
resynchronization is trivial, and because Ki does not
change, the authentication is always correct, regard-
less of how many queries the attacker has performed.

4.4.3 Forward-Privacy Issue and O-FRAP.
Although the authors raise the problem in [18], no
particular attention has been drawn on the forward-
privacy of O-RAP. An attacker compromising Ti at
some point can recover rtag and Ki. This allows him
to trace Ti in the past, because rtag is sent in the clear
and is updated by r. This update can be computed by
the adversary, since Ki does not change.

The authors propose in [68] the O-FRAP protocol,
adding the forward-privacy to O-TRAP. This comes
at the cost of an extra pass in order to authenticate
the reader to the tag, as well as a memory overhead
for storing previous keys. However, we point out that
the protocol is not forward-private strictly speaking.
Indeed, suppose than an adversary queries the tag
some times without answering to it. Afterwards, she
compromises the tag, and if the tag has not been

authenticated since, she will be able to trace it in
the past. This is the same idea as protocols using
pseudonyms for identification, discarded in Sect. 2.3.

Also note that in [19] and [68], the authors propose
key exchange extensions to O-RAP and O-FRAP re-
spectively, namely O-RAKE and O-FRAKE. Their goal
is to provide features outside of authentication, which
is beyond the scope of our paper.

4.4.4 Traceability Timing Attack.
The fact that O-RAP behaves differently according
to synchronization makes it work very efficiently in
“normal” situations, but allows an adversary to carry
out the following timing attack. The adversary first
sends a random number to a tag and ignores its
answer. The tag will thus be desynchronized with
the system, and the next legitimate reader trying to
authenticate it will take much more time, because in
that case, the search is linear. The adversary can easily
notice that by measuring time differences, and can
thus trace the tag she desynchronized.

A possible countermeasure is to artificially add time
for the search in a normal situation, but this would be
equivalent to a protocol with linear complexity.

4.5 Discussion

OSK and O-RAP are two convincing proposals with
a simple design and interesting properties.

As pointed by Avoine and Oechslin in [10] and
by Nohara et al. in [52], OSK can be easily ac-
commodated to using time-memory trade-offs, which
make the identification procedure efficient. It also
provides forward-privacy to the tags. However, the
synchronization issue present in OSK and its variants,
although mitigatable, remains significant.

In that regard, the O-TRAP protocol has no such
synchronization issue because tags automatically “re-
synchronize” with each authentication attempt. It is
also the reason why the identification procedure is
constant-time in normal situations. However, it is very
easy to make the next search linear by querying the
tag once. This also leads to traceability issues using
reader-side timing analysis. Additionally, it provides
no forward-privacy.

Despite their respective weaknesses, these protocols
are nonetheless probably the most solid solutions we
analyzed.

5 COUNTER-BASED PROTOCOLS

The counter-based protocols all share the same charac-
teristics: they use a strictly increasing number5 and
maintain a periodically updated hash table for each

5. In some previous papers [18], [19], [67], [66] the name “times-
tamp” is used to denote a strictly increasing number. Since the tags
do not have any clock and this number is not a cryptographic
timestamp, we prefer using the more generic term counter.
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counter. The idea is to pre-compute the table at each
counter tick, in order to reduce the online search to a
constant time on the server-side.

In this section we examine a family of counter-
based protocols, namely RIP, RIP+, RAP, and YA-
TRAP* (see Table 1 for the names given in different
papers). We show a traceability attack on the most ad-
vanced protocol proposed in [66], namely YA-TRAP*,
based on timing analysis.

5.1 YA-TRAP Family
A family of tag identification and authentication pro-
tocols that use strictly increasing counters is proposed
in the papers [18], [19], [67], [66]. The first protocol,
RIP, stands for RFID Identification Protocol. It is fol-
lowed by authentication protocols called RIP+, YA-
TRAP*, and a variant of YA-TRAP* with forward-
privacy (we call this protocol YA-TRAP*&fwd).

5.1.1 Description
We describe below the RIP [19] protocol, which is the
simplest and earliest proposal in the family.

Each tag Ti is initialized with a starting counter
T0 and a maximum counter value Tmax, as well as
with a unique secret key Ki. When initiating an
authentication, the reader sends its current counter Tr.
The tag checks that Tr is less than Tmax and that the
received counter is bigger than the one it currently
stores, Tt, which it received during the last successful
identification. If these conditions hold, it stores the
new counter and computes and sends the hash of Tr
with its key Ki. Otherwise, the tag sends a random
number to prevent an adversary from drawing any
conclusion. The authors added that to avoid timing
attacks against a tag at this point, the nonce genera-
tion must be designed to take approximately the same
time as the hash computation.

As stated above, every now and then, the server
increases the value of the counter, and re-computes
the table accordingly. This allows for a constant time
identification online, but takes time offline.

The authors identified several drawbacks in this
protocol. First, it is vulnerable to a trivial DoS attack:
the adversary can temporarily or permanently inca-
pacitate a tag by sending a future counter. Although
the authors point out that DoS resistance is not the
main goal of this protocol, the attack is very easy to
perform and very hard to recover from. Second, it is
implicitly assumed that a tag is never identified more
than once between two consecutive counter ticks.
A short time interval (e.g., a second) between two
counter updates makes this assumption realistic, but
it causes heavy computational burden for the server.
RIP is also vulnerable to replay attacks: an adversary
can send a counter slightly ahead to a tag and wait
until this counter is sent by the server. She can repeat
this attack and thus impersonate its victim for a long

time without the original tag being present. RIP is
depicted in Fig. 8.

R Ti
Tr−−−−−−→ if (Tr ≤ Tt) or (Tr > Tmax),

then hid random
else hid = HKi(Tr) and Tt ← Tr

Lookup hid
hid←−−−−−−

Figure 8. RIP protocol.

In RIP+, the protocol is modified in order to provide
authentication. The reader sends a random nonce Rr
along with the counter. The tag chooses its random
nonce Rt and computes a hash for authentication
hauth = HKi

(Rt, Rr). The reader first identifies the
tag, then checks the correctness of the hash.

Note that although this prevents the replay attack,
the two aforementioned issues are still present.

In order to cope with DoS attacks, Tsudik pro-
posed YA-TRAP*, which is illustrated in Fig. 9. DoS
resistance is achieved by using a system-wide hash-
chain. At setup, the system initializes a long Lamport-
chain [44] of hashes, and sets the value ETt of all tags
to the last hash computed. Every INT counter ticks, a
value of the hash-chain is popped, and the next one is
used as ETr. During an authentication session, a tag
receiving Tr, Rr and ETr will compute the number
of intervals skipped since the last authentication (i.e.
ν = bTr/INT c − bTt/INT c), and will verify that the
hash ETr is the corresponding predecessor of ETt by
checking whether Hν(ETr) = ETt

6.
Note that DoS resistance in YA-TRAP* is limited by

the magnitude of INT value. When ETr is sent by the
system it is no longer secret. Therefore, the adversary
can still incapacitate tags up to the duration of INT
by querying the tag with the maximum possible Tr
value within the current epoch.

All the aforementioned protocols do not provide
forward-privacy because the long-term key of the tags
are static. Tsudik introduces an additional operation
for updating the keys of the tags. In this extension,
which we denote YA-TRAP*&fwd hereafter, a tag
takes ν times hash of the key for each authentication
namely Kν

i = Hν(Ki). With this modification, the
tag’s key is changed once per INT interval, and this
brings ν additional hash operations on the tag-side.

5.1.2 Attacks on YA-TRAP*.
In YA-TRAP*, the tag computes ν times the hash
function depending on the difference between the Tt
and Tr values. If the received Tr value is within the
same interval as Tt, the tag computes no hash function
for the interval check. If the difference between these
two counters is large, the tag has to compute many
hash functions. This leads to two potential attacks.

6. Note that in [66], the authors mistakenly stated this check was
Hν(ETt) = ETr .
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R Ti
Tr, Rr, ETr−−−−−−−−−−−−−−−−−−→ ν = bTr/INT c − bTt/INT c and Rt random

if (Tr ≤ Tt) or (Tr > Tmax) or Hν(ETr) 6= ETt,
then hid random and hauth random

else Tt ← Tr , ETt ← ETr , hid = HKi(Tt),
hauth = HKi(Rt, Rr)

Lookup hid
hid, Rt, hauth←−−−−−−−−−−−−−−−−−−

check hauth
?
= HKi(Rt, Rr)

Figure 9. YA-TRAP* protocol.

The first one is a traceability attack. It is simply that
if a tag has not been authenticated in a long time,
it is traceable due to the amount of time it spends
computing the hashes. Distinction is thus possible
between two tags in some situations.

The second one is a DoS. If an adversary sends a
big Tr and a random ETr to a tag, the latter needs
to compute many hashes, even if it will eventually
discard the request since the ETr is not correct. De-
pending on INT , this can make the authentication
impossible due to the amount of time needed by the
tag to complete its calculation.

The parameter INT must be carefully chosen: the
bigger, the less it mitigates the DoS already present in
RIP+; and the smaller, the more computation on tags,
leading to the two problems described above.

5.1.3 Other Protocols.
Another counter-based protocol called YA-TRAP+ is
proposed by Burmester et al. in 2006 [18], [24]. A
slightly modified version of it is presented in [19] with
a new name “RAP”). This protocol is very similar to
O-RAP in terms of security properties. In [19] it is
also stated that “O-RAP is simpler than RAP, at the
cost of not supporting kill-keys. The security for O-
RAP is similar to that of RAP.” In particular, the two
issues mentioned in Sect. 4.4 are also applicable to
RAP. Additionally, in O-RAP a desynchronized tag
is resynchronized automatically after each legitimate
authentication, however RAP does not support auto-
matic resynchronization. For these reasons, we only
analyses O-RAP among those two similar protocols.

5.2 Discussion
Counter-based protocols, embodied by the YA-TRAP
family, provide an interesting approach to constant-
time identification. However, since the counter must
be provided in the clear and, as such, is not authen-
ticated, DoS attacks are extremely easy to accomplish
and hard to prevent. YA-TRAP* attempts to alleviate
this problem but at the same time introduces other
weaknesses as indicated in section 5.1.2.

6 COMPARISON

In this section we summarize most of the protocols
we analyzed and compare them on several criteria,
as shown in Table 2. We evaluate the schemes that
provide sub-linear complexity, at least during the

normal case online interaction, and that intend to
provide at least user privacy (not necessarily forward-
privacy). We also include those for which we highlight
new weaknesses in this paper. For clarity reasons,
we provide additional remarks (superscripted capital
letters in the table) below the table. It is difficult to
compare these protocols objectively because of the
number of criteria available. Nonetheless, we attempt
to give some insights below about their comparison.

A major design goal for authentication protocols is
the protection against impersonation attacks. Cheon,
Hong, and Tsudik’s plain protocol can therefore be
discarded since it does not satisfy this requirement.
OSK and its variants do not satisfy it either, but
they are identification protocols, and it is possible to
extend them to authentication protocols as explained
in Sect. 4.2. For the rest of the protocols, we observe
generally a trade-off between efficiency of the reader
authentication complexity, and privacy weaknesses
and/or other issues.

The protocols using shared secrets, although pre-
senting alluring identification efficiency, have impor-
tant security and privacy problems, as stated earlier.
They are particularly vulnerable in scenarios where
tag corruption is easy. Nonetheless, future ideas might
lower the impact of tag compromise, and this ap-
proach remains interesting.

The counter-based protocols, embodied by the YA-
TRAP family, seem to be promising as well, but are
easily desynchronized, which decreases the privacy
they provide. Their usability (a maximum of one
authentication per counter tick) might be a problem
in some applications too. If this is not a problem, YA-
TRAP* provides a decent level of privacy and allows
automatic re-synchronization.

Finally, although not ideal, the protocols based on
hash-chains seem to be the most solid solutions to
date among the protocols we analyzed. OSK/AO and
OSK/BF provide forward-privacy and a very good
efficiency for the authentication on the reader side,
but have desynchronization issues due to the finite
size of the chains. O-RAP is also quite good and does
not have desynchronization problems. However, if we
consider an adversary capable of performing timing
analysis, it has a lower privacy. O-FRAP also brings
some forward-privacy to O-RAP (but not completely
as we point out in Sect. 4.4.3).

Some protocols require fewer assets on the tag. For
instance, hash-chains protocols do not require ran-
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domness to originate from tags and might therefore
be more easily implemented on low-cost tags.

In conclusion, the choice of the best protocol de-
pends on the scenario, on the privacy and efficiency
requirements. However, we can point that the proto-
cols based on hash-chains clearly stand out.

7 CONCLUSION

In this paper, we studied a number of identifica-
tion and authentication protocols based on classi-
cal symmetric-key cryptographic building blocks (e.g.
hash functions) and providing sub-linear online com-
plexity to identify users. We first evaluated each of
the schemes by examining whether they satisfy a set
of security properties under a well-known adversarial
model [42]. We have shown two new attacks on the
CHT protocol [26] which is a very efficient protocol
in terms of key search complexity (i.e., O(

√
N)). We

also introduced two new traceability attacks on the
CTI protocol [2]. Furthermore, we have shown a trace-
ability weakness of the mutual authentication version
of OSK/AO [8] protocol, and shown a possible way
to repair this problem with no additional cost. We
also introduce traceability attacks on OSK/BF [52], O-
RAP [24] and YA-TRAP* [66], which emphasize the
importance of timing attacks [7] on the reader side.
Finally, we have extensively evaluated and compared
all the candidates according to their security and per-
formance. The security properties that we investigated
include user privacy, forward privacy, impersonation
resiliency and desynchronization resistance. Further-
more, we examined thoroughly their performance, in
terms of computational and storage cost.
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