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Abstract. The permanent need for lightweight protocols has been recently stimulated by
emerging ubiquitous computing in which devices with limited computing resources are
going to play an important role. Preserving security and privacy in such environments is
not an easy task. This paper therefore provides an extensive overview of the field, and
identifies some weaknesses of existing protocols that have not been addressed so far.
Based on this, two new non-deterministic cryptographic protocols are presented that are
designed to provide security and privacy in environments with devices that have weak
resources, most notably radio-frequency identification tags (RFIDs).
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1. Introduction

Current computing trends are shifting towards wireless communications that enable
ubiquitous computing paradigms. Within such environments the majority of devices will
be devices with limited computing resources, be it processing power, available storage,
or power supply. The main representative among these devices will be radio-frequency
identification tags or RFIDs (according to Gartner Group their expected market share is
to reach three billion US $ by year 2010 [6], especially due to their wide use in retail

[18]).

RFID tags consist of a microchip and an antenna, both encapsulated in polymeric
material. The microchip has encoded identification (/D) data, and communication takes
place on radio-frequencies by electro-magnetic coupling between readers and tags. A
reader induces a voltage in the tag’s antenna and this provides sufficient power for a tag
to respond. In contrast to such tags, powered by coupling and called passive, tags can
also have a battery — these are active tags. Passive tags are cheaper, they have an
operating perimeter up to 3 meters and a relatively high error rate. On the other hand,
active tags, which are more expensive, have an operating perimeter up to a few hundred
meters, and lower error rate. Both kinds of tags can be read only, write once-read many,
or rewritable.
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So RFIDs are soon expected to be main communication devices in ubiquitous computing
environments with application areas ranging from retail to health-care systems.
Therefore security and privacy are becoming increasingly important, not only from the
users' perspective and expectations, but also a from legislative viewpoint. Knowing that
RFIDs are weak processing devices, this means a significant challenge for assurance of
security and privacy.

This paper presents new protocols for provision of security and support of privacy in
RFID environments that meet the above stringent conditions. In the second section, the
current status of the field is presented, where existing protocols with known weaknesses
are given. In addition, some new weaknesses of existing protocols are described. Based
on these lessons, two new lightweight and non-deterministic protocols for RFID
environments are presented and analyzed. Conclusions are drawn in the fourth section,
and the paper ends with references.

2. Current status of the field

This section first gives an overview of cryptographic primitives related issues (security
mechanisms), followed by cryptographic protocols related issues (security services).

2.1. Overview of cryptographic issues

The main barrier to security and privacy implementation is price. Recent reference RFID
implementation was expected to have the following characteristics. It was passively
powered and had 96 bits of read-only memory that carry the tag’s identity (/D), which is
unique for each tag. Chip operated at speed providing 200 read operations per second.
It was estimated that a maximum of 2000 gates could be allocated to security within the
economically acceptable range [weis03]. Taking into account Moore's law (and being a
bit conservative), the upper limit is now approaching 4000 to 5000 gates.

This still puts stringent requirements on security and privacy protocols, which have to be
lightweight. Although many protocols in the literature are claimed to be lightweight, they
are based on many hidden assumptions that do not take into account the additional
gates that are needed for implementation. For example, they assume that use of one-
way hash functions automatically qualifies a protocol to be lightweight. But this does not
hold true for the majority of functions like MD-x or SHA-x family [5]. Further, each
additional step in a protocol often requires additional dedicated circuitry — steps in
security protocols are semantically related and, as a consequence, each additional step
results in a more complex algorithm that has to be implemented at the RFID tag.

Therefore only particular crypto-primitives can be chosen, most notably lightweight AES
[4] and lightweight DES (DESL) [16]. With lightweight AES, roughly 3400 gate
equivalents are used and the circuit is optimized for low-power operation. With DESL,
authors claim that a comparable strength to that of AES is achieved, with 45% less chip
size, 86% fewer clock cycles and roughly 1800 gates. The latter can encrypt 64-bit
plaintext in 144 clock cycles. DESL is particularly appropriate for our purposes. It will be
the basis for producing 128 bit long hashed values (various principles of using symmetric
block ciphers for one-way hash functions can be found in [19]).



2.2. Overview of crypto-protocols issues

Because of the above constraints, protocols for authentication and privacy should
consist of as few steps as possible, where a simple “challenge — response” remains the
most desirable architecture. If more rounds in a protocol are needed, then it is preferred
that these additional messages are syntactically equivalent, which means that the same
circuitry can be used (of course, with a different input). This is also in line with the
requirement that serialized computations are preferred over concurrent ones. What
matters with passive tags is power consumption per clock cycle (mean power
consumption minimization). Therefore concurrent (»parallel«) computations should be
replaced by serialized ones [4].

The following threats can be identified in the area of RFID protocols:

e Man-in-the-middle attack is done in a way where an adversary modifies
challenges with its own data; an appropriately selected challenge may mislead a
tag and / or a reader to believe that they communicate directly one with another,
which is not the case, whereas the messages are handed over and modified by
an adversary.

e Passive attack is an attack in which enough information can be obtained by
simply monitoring the communication between a tag and a reader.

e Active attack is an attack where an adversary is actively involved in the
communication and modifies messages (man-in-the-middle is a kind of active
attack).

o Reply attack is an attack, where an adversary records exchanged messages and
simply reuses later without necessarily knowing what is contained in them or how
actually to calculate the content of these messages.

e Relay attack is an attack, where relaying of messages is deployed between a tag
and a reader to falsely convince the reader that the tag is in its close proximity so
it can act accordingly.

e Malicious reader attack can be of many kinds, but we will concentrate on the
unauthorized tracking attack, where a malicious system tracks a tag without
necessarily knowing its true identity, but just recognizing it in various places on
the basis of its responses to challenges.

e Physical attack is an attack, in which tag's content is read directly from a circuitry
instead of using wireless connection.

The last kinds of attacks will not be addressed, because preventing such attacks
significantly increases the cost of RFID tags and cannot be justified by the intended
applications.

RFID protocols can be divided into single tag protocols and multiple tag protocols.
Further, each of these groups can be divided into single round protocols and multiple
round protocols. The following multiple round single tag protocols should be mentioned
(summarized from [15]):

1. Protocol of Weis, Sarma, Rivest and Engels [20] — a reader and a tag share a
secret x. After being triggered by the reader's request, the tag produces a
random r and computes a value (r, (ID || H(ID)) O f(r)), which is sent to the
reader (here “||” denotes concatenation of strings, “00” bitwise XOR operation,
and “f, “ a pseudo-random function that uses secret x as a parameter). After
verification, the reader replies with the tag's ID. It is evident that exposure of the



plain /D in the third step can be problematic, not to mention that replay attacks
are ftrivial, because the first and the second message are cryptographically
independent.

2. Protocol of Henrici and Muller [9] — a reader sends a request, after which a tag
calculates H(ID) and H(s ° ID). Next, it sends H(ID), H(s ° ID) and 9Js to the reader
(“ ° “ denotes some chosen operator, ”s” the serial number of the step, and ”ds”
the difference between current and previous session number - this difference is
equal to 1 when the previous transaction is valid). After receiving this message,
the reader computes a new ID for the tag (ID ~ ID ° r), updates the database
and sends rand H(r ° s ° ID) to the tag. After receipt, the tag is able to verify the
integrity of r and is able to calculate the new ID (ID —~ ID ° r). Therefore the tag
and the reader are supposed to stay in synchronism. However, one problem with
this protocol is that an attacker can achieve database desynchronization if XOR
is used for “ ° “. In this case, an attacker replaces rin the third step by a zero-bits
string, and as a result H(r 0 s O ID) = H( s O ID) is obtained. This value is the
same as the value from the second step, which the tag has sent to the reader
and which can also be read by attacker. Therefore, when the tag checks
messages from the third step, it updates its new /D with a value that differs from
that calculated by the reader. The result is database desynchronization.

3. Protocol of Ohkubo, Suzuki and Kinoshita [14] — with this protocol, a tag and a
reader share two hash functions G and H, and an initial secret s;. A reader sends
a request to the tag, and this triggers tag to compute a new secret by calculating
H'(si) = H(s) and storing this new value. At the same time, the tag computes
G'(s/) = G(s)) and sends this value to the reader. The back-end database hashes
each of the stored secret values and finds a matching pair (ID, G'(sj)). In the
second run, H*(s)) = H(H(s))) and G*(s) = G(G(s))) are calculated and used, etc.
However, this version is vulnerable to replay attacks, because the second
message that is sent from the tag to the reader is not linked to the first message.
Therefore an adversary can send a request to the tag and record the reply, to
use it at some later time to respond to the reader. According to [15], Avoine, Dysli
and Oechslin propose a solution, whereby the first message contains a fresh
challenge r, and the second message is calculated as G(s;0 r) [1].

4. Protocol of Molnar and Wagner [13] — this is an example of a protocol which is
supposed to be without flaws. A tag and a reader share a secret x. Initially, the
reader chooses random r. and sends it to the tag. The tag chooses random r; ,
computes og; = ID 0O £(0, r, r), and sends it to the reader. The reader uses g; to
retrieve ID by calculating ID = o0; O £(0, r;, r;), and then replies with g>=1D 0 f(1,
r, r;. After receiving this message, the tag checks if ID is okay.

However, some shortcomings still exist, even with the latter two protocols, which have
not been previously described:

e With regard to the modified Ohkubo, Suzuki and Kinoshita protocol, if an
adversary always sends the same challenge, the response from the tag will
always be the same. This is a serious problem for privacy, because the tag
becomes traceable despite its unknown identity.

e In case of the improved version of the Molnar and Wagner protocol, the
shortcoming is related to the third message. What happens if there is no match
after the tag receives this message? If the tag is supposed to react, this case
certainly means a more complex protocol with additional steps, but these steps



are missing. And without these additional steps, using the protocol as given in
[15], this means that an adversary can tweak some bits in the second message
and a wrong /D is determined by the reader. So the protocol does not assure the
integrity of the checked ID.

As described in [15], many protocols that deploy XOR function can be successfully
attacked by submitting somehow a zero vector (all bits being zero) as an input to
computation (see for example the protocol of Henrici and Mueller). The reason is
straightforward — any bit sequence XORed with a zero vector produces the same bit
sequence. So in such cases it is a wise practice to check that the input is not a zero
vector. Similar resonoing applies when a unit vector (all bits are set to 1) is used for
XORing - this leads to negation of the input bit sequence.

All the above described protocols are, so to say, deterministic protocols. A different
approach has been taken by Hoper and Blum with the HB protocol [10] (its successors
are HB+ and HB++ [12, 2]). All HB variants are based on the Learning Parity with Noise
(LPN) problem. This problem requires an attacker to calculate a k-bit secret x, shared
between a reader and a tag, after being given several calculations of b;=a;* x O v,
where v ; (also called noise) is equal to 1 with a probability that takes on values from the
interval [0, %2). Since the probability of noise being 1 is strictly less than 0.5, an
adversary can challenge a tag with some chosen a several times successively. Once k
equations with linearly independent a-s have been obtained, x can be recovered by
Gaussian elimination. Further, exploitation of this principle is the basis for active attacks,
to which HB protocol family is not resistant. There are other weaknesses of this family
like man-in-the-middle for HB+, which are described in [7].

Later, some other representatives of single tag protocols followed — an extensive
overview with the description of their vulnerabilities is given in [15]. In addition, this paper
also covers multiple tag protocols extensively, which are intended for scenarios where
the simultaneous presence of two tags in a reader's field is required.

3. New non-deterministic cryptographic protocols

The protocols introduced in this section are suitable for single tag and multiple tag
applications. They are non-deterministic (ND protocols), meaning that when a reader
gets a response from the tag, the expected values of this response lie in a certain
interval. The reader has to check all possible values within this interval to find a match.
Such protocols put the majority of the computational workload on the reader and back-
end systems. In most cases this is acceptable, especially in the case of RFID
architectures where significantly larger computational resources are available at the
back-end side (such a principle is common nowadays, especially with digital signatures).

3.1.The first ND protocol

The first protocol goes as follows (see Fig. 1). A reader and a tag share a common
secret x, and both are able to compute the same hash function H. The tag and the
reader also share n that determines the interval for calculation of random values At (this
n does not need to be secret).

Now the authentication process takes place:



1. The reader challenges the tag with a time-stamp.

2. After receiving the time stamp, the tag optionally checks it against past received
values. It is unreasonable to assume that the RFID tag will have autonomous
time circuitry and, to prevent replies, former values have to be stored. Due to
limited resources, the memory for storing received challenges is FIFO, consisting
of, for example, 4 locations; when the 5" value is received, the first value is
overwritten. So if the time stamp value is fresh, the tag stores it and computes
random A t from the interval [0, n -1], meaning that it may have n different values.
The tag concatenates secret s with (f + A4 t) and hashes the string.

3. The tag sends the result from the previous step to the reader.

4. On receipt of the message from the second step, the reader starts calculations to
find a match. For this match to be found, the reader calculates H (s || (¢ J 0)), ...,

H (s || (tJ (n-1))) with s-es being taken from pairs (/D, s) that are stored in the
database. If a match is found, the tag is authenticated.
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Figure 1: The first ND protocol

Random challenge is optionally checked for freshness in the second step to protect
privacy. If a malicious reader constantly uses the same challenge, the responses of the
tag will always be the same and the tag will be traceable. Of course, due to limited
resources of a tag the list of all stored challenges can be currently relatively short, but
available memory will grow in the future and this step can then become obligatory.
However, the analysis at the end of this section shows that optional checking of
freshness can already be mandatory with available technology, especially if 48 bits are
allocated for challenge, which means that eight challenges can be stored in four 96-bit
memory locations.



3.2.The second ND protocol

The second protocol goes as follows (see Fig. 2). The reader and the tag are able to
compute a hash function H. A tag is given a secret s that is also known to the reader.
Again, the tag and the reader share n that determines the interval for calculation of
random values Ar.
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Figure 2: The second ND protocol
Now the authentication process starts taking place:

1. The reader sends the challenge rto the tag.

2. On receipt, the tag optionally verifies if the received ris on the list of already used
challenges. If not, it stores the received challenge, and calculates random A r.
Afterwards, the tag computes H (s || r) and further randomizes this result by
XORing it with H(A r). It sends this result to the reader.

3. On receipt of the message from the previous step, the reader calculates H (s ||r)
OHAr=0), .., H(s||r) O H(Ar=n-1) until a match is found that authenticates
the tag. Of course, the reader has access to a database with pairs (ID, s).

This protocol has some important properties that have to be discussed. It is based on a
random challenge that is optionally checked by the tag for freshness to protect privacy
from malicious readers. Again, because available memory will grow in the future, this
step can then become obligatory. Next, after the challenge is checked, it is concatenated
with the secret s and only then hashed. Applying the hash function to two arguments (s
and r) is often done by XORing s and r (such an example is the modified protocol of
Okhubo, Suzuki and Kinoshita [1]). This can cause problems if r consists only of zero-
bits, or bits that are all set to 1. In the former case, XOR operation results in s itself,



while in the latter case XOR results in negation of s. By concatenating arguments
(instead of XORing them) this problem is avoided and there is no need for additional
circuitry to check whether all bits in a challenge are 0 or 1. Finally, this result is XORed
with hashed A r. This supports multiple tag applications. By offsetting the initial value in
circuitry that produces A4 r, the two values for A r will differ, and so will the final result.
Thus an attacker will not know that tags are actually responding as twin-tags. The
reason for hashing A4 r is that the interval of these values is relatively small, e.g. defined
by 8 bits. Without hashing, only the last eight bits of H(s || r) would be affected.

3.3.A brief analysis of ND protocols
Before going into details it should be stated that readers are assumed in our scenarios
to belong to a secure environment, as well as the back-end part of a system.

Security and privacy

For the two ND protocols for RFID environments it can be concluded that all the
messages are unique, look random to a third party, and are optionally checked for
freshness as well as responses (of course, in engineering reality this uniqueness will
certainly be limited because of the number of available FIFO memory locations and
limited extent of At and Ar intervals).

Further, the first message in both protocols is tied cryptographically to the second
message. Thus active and passive attacks are prevented. Reply attacks are also
prevented. Malicious reader tracking is impossible because of constantly changing
messages. However, preventing physical attack remains an open issue, as discussed in
the first section.

Further, relay attacks can be prevented by adding a distance-bounding protocol
developed by Hancke and Kuhn [8]. This is possible, because the protocols are logically
independent — the Hancke and Kuhn protocol is aimed at distance-bounding, but the ND
at authentication and privacy.

Consumption of resources
Let us provide some quantitative estimates of the number of (NAND) gates needed for
implementation of the above ND protocols:

e Storing one bit requires 5 gates (assuming D flip-flops).

e Due to the fact that block ciphers can be used for cryptographic hashing, our
assumption for implementation is DESL that requires approx. 1800 gates [16].
Although using block ciphers for hashing is not efficient for ordinary
implementations, in the case of RFIDs it makes sense (dedicated hash functions
that are implemented in software are faster on ordinary computing devices,
however if they are implemented in hardware they significantly exceed the
number of the gates required for DESL).

e Values A r and A s are generated with an implementation that is suitable for
lightweight purposes and that deploys a shift register. With this implementation,
the shift register has an XOR feed-back loop, where one input is the output of the
shift register, and the other input is the n-th bit in the register. The output of the
XOR gate is fed into the first storage cell of the shift register. A register with m
bits can represent 2™ different values, however all zeros would stuck the circuit,



so the actual number of different values is 2™-1. By choosing an appropriate n,
the resulting sequence is pseudo random and of a maximal length, if m is such
that p(x) = x™ +x” +1 is irreducible over GF [11]. A shift register with 4 bits
requires approx. 60 gates, with 8 bits approx. 120 gates, and so on. Therefore
assuming 8 bits for our implementation 120 gates are needed.

e Optionally k = 4 (optional) n-bit locations are needed for storage of used r and t
values, and one location for secret s (ID). Therefore, assuming 96-bit values this
means (4+1) *96 = 480 bits and 2400 gates. Note that one n-bit location can
store 3 challenges r and ¢, if these are 32 bits long, so the total number of stored
challenges in this case is 12.

e Bitwise XOR requires 4 gates, so XORing 128 bits requires 512 gates (this is the
figure for the second protocol, while the first one requires only 8*4=32 gates).

A rough estimate of the total cost, using the above values, would be approx. 4800 gates,
where logic gates that are needed for comparisons of freshness of received challenges
are not included. So the main cost is contributed by storage cells that are needed for
freshness checks. If optional freshness checks are excluded, the number of gates is
approx. 2400, which certainly qualifies the above protocols as lightweight. But even with
the inclusion of optional steps, ND protocols stay within the limits for RFID
implementations.

4. Conclusions

The area of security and privacy of RFID protocols is becoming increasingly important.
This is also because of legal requirements, and there have been recent discussions as
to whether legislation is needed that specifically addresses RFIDs [17]. Although an
official statement has been made by the EU that RFID-tailored legislation will not be
introduced, this does not mean that security and privacy for RFIDs is of no concern.
Other laws certainly remain applicable to ubiquitous computing environments, the most
notable one being the Data Privacy Directive [3].

In this paper we have studied some of the most important protocols for authentication
and assurance of privacy. We have described their weaknesses that have been found in
the literature so far. In addition, we have described some new weaknesses. Taking this
into account, we have introduced two new lightweight cryptographic protocols. These
protocols are non-deterministic and require minimal resources on the tag's side. To
achieve this, heavier computations are put on the reader / back-end side, which is
acceptable in the majority of cases. But because of these basic properties, our ND
protocols effectively provide authentication and assure privacy. We have analyzed briefly
their resistance to known attacks and we believe that they fulfill their intended use.
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